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Side Channels

Definition: Siae Channel (SC)

u An undesirablerway, which a cryptographic
module exchianges seme  infermation With its
neighberhood in.
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Power ’

Electromagnetic side
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Kleptographic




Side Channels

Analysis of the side channel

u A process, off extracting a usefiul infermatien from
therparticular siderchannel:

Attack based! onl the side channel

u A process, oft using anranalysisi of the panticular

side channel agaimst a given| cryptographic
module:

PART |

Another pessible side channellattack on
RSAES-OAEP

Partial Information Oracle

Definition: Parial Jhionnation. Oracie (PlO) s
al DIACK=DoX TUnRction) o the clphertext ¢, ¢
C, such that:
s PIO: € — Im(PlO),
u forat leastione bit /7 of the: RSA plaintext /7,
m=c? mod! 77, Werhave:
H(m; | P10(¢)) < H(m)),
information fromi the P1O gained in this way must be

non negligible — must be induced! by a non nealigible
advantage (aav).




Whole Information Oracle

Definition: Wiiole laiormation. Oracle
(WI@)) s arkrowi. algorithm Basea or an
Access to. the particular POk It takes as
annRpuL the valle or clphertext ¢ and it
returis thervalle or the wiio/e plalptext
m, m.= ¢ mod. /.

= WIOp i C - M: ¢ - m= (¢?mod n)

WIO Existence

Having| anr access; to) the particular PIOj it
is pessible tor build upr the WIO:

s Given the ciphertext ¢; WIOireturns the
corresponding| plaintext 7 inl the random
polynemial time:

s The proof off W1l existence! is based onjthe
theerem) oft e Security, oflnadviaual RSA
Bits [13].

P10 Hunting Preblem

Whererandfhiew! to: find aniapproepriate

PIO...

u Once we are havinglene, We are alserhaving a
chance to)developranl efficient: cliosen
ciphertext attack on the whole RSA scheme.




P10 — Examples (1)

s Returns the: least significant bit ofi the
plaimtext (1.e. /1p).
P10},

s Says whether the'plaintext /7.1sIess or higher
thenrone’ halfiofi ther medulus; 7

= Note: The P10, and the P10, - are
polynemially eguivalent ([251):

P10 — Examples (2)

PIOMSByte
s Indicatesiwhether the most significant byte
IS ZEr0) 01 NOL.

a Usediin the Manger's attack onjthe RSAES-
OAEP [15].

PIOPKCSl—vl_S
s Indicatesiwhether the plaintext s, ,,PKCSi-
VA 5 conferming* or not.
= Used in the Bleichenbacher’s attack on the
RSAES-PKCS1-va_5 [5].

P1O Based on a Power
Side Channel

Werassume: that Hammingjweights offarguments ofi the particular
inner operation in thelRSAES-OAEP scheme are leaking out
through a power: siderchannel. We have a RIO;,.

i
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Fig. 1. New side channel attack against RSAES-OALP

Assumptions on P10,

et us send cand ¢” to the RPIOs, ...
s Let m= m[k1] |] ... || m[O].
s Let us denote (we use MGE/SHA-1 notation):
We = mlA0] || mIS] || L8] (I 7L 7],
We = ml6] || ml5] || m[4] || mlsl
Wi = ml2] || mIL1 || 7101 |1 00. (00 appended by
MGE)

= Analogically also for m and W', We', Wiy

Main assumption
= From the P1O;, we get triplets of Hamming| weights:

Converting P1O,, to a PIO,,, (1)

Main aim
= Convert the PIO;, to the PIO,y,
Mainiidea
s Let ¢ = ¢*2° mod 7 Let m= ¢ moed mand m=(c)? mod 7.
= [f Isb(/m) = O'then m' = m>>1.
= If Isb(m) = 1 then ' = (mi+ n) >>1.
Here the operator ">= 1" denotes theright=shifit by one bit.
Putting it together
s Ifi Ish(/m) = 0 then HW and HW’ are related linearly.
= | [sb(/m) = 1 then the probability of a random! linear relationship
is very: low.
Erom here we get Isb(/7).




Converting P1O,, to a PIO, (2)

Table 1. Possible relations among random variables /¥ and W' when W5 = 0

Woo  Wgo Wiy Possible relations
0 0 w(Wo) = w(Wo) W) = w(Ws) W) = w(is)

1 w(o) = w(io) W) = w(is) W) = w(iy) +1
0 w(Wio) = W(W10) W) = w(io) +1 W) = w(Wy) -1
1 w(Wo) = w(Wo) W) = wo) +1 W) = w(Wy)
0

1

0

1

W) =w(Wo) +1 wlWg) = w(Wo) -1 w(y) = w(Wy)
W) =w(Wo) +1 W) = w(lo) -1 w(lg) = w(Wy) +1
w(Wio) = w(Wio) +1 w(ly) = w(iy) W) = w(ly) -1
W(Iio) = W(Wio) +1 wOFy) = w(iTy) w(s) = w(is)

0
1
1
0
0
1
1

Closure: Building/ WIO from P10,

PIO},, seemsito be on of these hest oracles
suitablerfor buildingfupran: efficient WiI©.

Wersuggest: ther RSA nversion algerithm
= c.f. [10, p. 226]: Fischlin, R. and Schnorr, C. P.: Stronger

Security Proofs. for RSA and Rabin Bits, Journall off Cryptology,
Vol. 13; No. 2, pp. 221-244, IACR, 2000
Tihis algorithmyiis based ona binany halving technique; errors; are
corrected through' a majority decision.
It requires A(LL(n)?adv?) oracle calls, where:

L(7) is the length of an RSA modulus,

advis theioracle advantage ini the Isb prediction.
Post-processing complexity is O(L(r)?adv:°).

It doesn’t require further oracle access.

PART Il

Fault side channel attacks on RSA-KEM




Confirmation Oracle (CO)

A CO for anbitrany chesen Integers) /4 Jconfiims
whether 7= yZ mod 7
= It can be generalized for any encryption scheme (the
condition tested may: be also more general). Here we
use an RSA-COlonly.
I there are faults thenian RSA-CO; may reveal
nontrivial information about the privaterkey.
= Depends on what kind of error it is and/en a
description accuracy.

Example — Bit Errors

In [3] it was shown that bit errors in a privaie expenent
denable us to compute the whole private key efficiently.
We observed that it is' not necessary to have an access
to the whole result of the faulty: computation.
= Having an access to an RSA-COIis enough.
= An RSA-CO seems; to be an effective generalization of some
existing (as well'as new: ones) attacks developed withi the
assumption| that an attacker could observe:the whole output of:
an RSA computation (i.e. corrupted plaintext or signature).

Bit errors are becoming| even more interesting due to

Optical Fault Inaduction, Attacks.

= Sergell Skoerobogatov: and'Roess Anderson: Optical Fault Induction
Attacks, here on CHES 2002.

Modified Pehlig-Hellman Algoerithm

Tihisiwell knowin algerthm: canialsoibe moedified
to Use an acceess to an RSA-CO only.
= Suppose that we want to use! it to .compute the
private expenent a'from the triplet (7 g, /1), such
that = g? mod r’.
Suppose that an attacker'is able to force the change of the
modulusi 77 to the modulus, 7" inducing weak instances of
DLP.
= We show, that it is not necessary to knew! the value
of rexactly — having an access to the RSA-CO,, . IS
sufficient here.




RSA-KEM ([23])

20.3 Decryption : i
Brief review of

a RSA-KEM
. Check that |Co| = nLen; if not, then fail. based H-PKE:

- Sct y = 0S2IP(Co). the decryption
. Check that y < n; if not, then fail. phase

Given a ciphertext Cp, decryption runs as follows.

. Compute 7 = y? mod n.
. Compute K = KDF(I20SP(r, nLen), KeyLen).
. Output the key K.

...then continue as: M = DEM.Decrypt(X; L, DEM.Encrypt(X;, L, M)),
M~ message, L — label, K~ symmetrical key

Building RSA-CO on RSA-KEM
Properties

\We use the properties;of therwholerhybrid
scheme H-PKE:

= There is no integrity check for the RSA plaintext (7).
Tihis| is obviously good! property against CCA,, however it also
implies that any resulting RSA plaintext will be  usedfor a
symmetrical decryption.

Eurther integrity controls applied on, the message decrypted
symmetrically then confirms our guess of

= Summary: What makes thel RSA-KEM stronger in
other areas, that makes it \very vulnerable to fault
attacks.

RSA-CO Definition

Definition. RSA confirmation oracle RSA-COy, o1, ).
Let us have a receiver oracle RO that uses RSA in the hybrid encryption H-
PKEgimpem, We will a RSA conf ion oracle RSA-COy, ,(r, ¥) =
(ANSWER = “yes/no”) as follows:
1. K= KDF(r); KDF - Key Derivation Function
2. CO = y; for simplicity we omit the ion b integers and strings
3. CI = DEM.Encrypt(K, M); where M contains an integrity check
4.C=Co|cCt
5. Send the ciphertext C to the receiver oracle ROy, ,. RO then continues:
a. Compute X = KEM.Decrypt(d, C0) following these steps:
i. Check if y = CO < . If not, an crror has occurred.
ii. Compute ' = (/' mod n)
iii. K = KDF(*")
b. M' = DEM.Decrypt(K', CI)
¢. Check the integrity of A
d. If it is correct, the answer of RO is “yes”, otherwise it is “no™
6. The answer of RSA-CO,, ,(r, ») is “yes”, if RO returned *“yes”, otherwise it is
“no”




Summany.

RSAES-OAEP! can be attacked when Hamming weights of data
processed leak toran attacker.

u All'stepsiin the OAEP decoding|should berresistant: to) a sidelchanne!
leakage.

RSA-KEM| has serious problems; with fault attacks.
s |t could lead to a private key: disclosure.

= Integrity of private key must be ensured and the computation must be
checked|for faults.

Note: that Manger's and Bleichenbacher’s attacks can easily be
converted to compute signatures instead of plaintexts.
u Senver'sicertificatershould not be attributed for a signature and a key:
exchiange purposes at the'same time'— this helpsito reduce potential
attack impacts.
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