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About Us as of March 2026
• Active research topics 

• Post-quantum cryptography, classical and 
quantum cryptanalysis 

• Platform security, tactical radio 

• Secondary research areas 

• Electronics design and vulnerabilities, FIDO2 

• Radio, NFC, and telecommunication networks 

• Maintained competence background 

• Classical and quantum computer science 

• Graduate applied mathematics and physics 

• Security modeling, primary focus on cryptology





--
 h

ttp
s:

//8
0s

he
av

en
.c

om
/s

in
cla

ir-
zx

-s
pe

ct
ru

m
/

--
 L

ib
ra

ria
n 

lo
an

in
g 

a 
w

om
an

 a
 S

in
cla

ir 
ZX

-S
pe

ct
ru

m
 in

 1
98

4,
 N

L



--
 V
ěd

a 
a 

te
ch

ni
ka

 m
lád

ež
i, 

01
, 1

98
4









“Despite modern marketing buzzwords, the computing 
machines principles stay basically the same.”



“Secure hardware enables secure software, not the other way 
round.”



Purely User-Space SW Attack Model

Operating System

task1 task2 taskN task-MW

module1

Computer Platform

SW

HW

module2 moduleN



Evil HW Attack Model

Operating System

task1 task2 taskN
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HW-SW Attack Model

Operating System

task1 task2 taskN task-MW

module1

Computer Platform

SW

HW

module2 moduleN module-MW



Reliability, not Perfection

• We do not require the computer platform to be perfect 

• We need to have a clearly defined system security policy 

• We shall be able to rely on the HW obeying that system policy 

• The operating system than strives to compensate the weak points while 
empowering the strong ones



Thunderbolt, USB4, PCI Express, and NVMe



Glossary
• DFP - Downstream Facing Port; USB host-side port or hub downstream port 

• UFP - Upstream Facing Port; USB device-side port or hub upstream connection 

• DRP - Dual Role Port; USB port that may operate as either a DFP or a UFP 

• Source - the provider of VBUS power in a USB connection 

• Sink - the consumer of VBUS power in a USB connection 

• USB PD - USB Power Delivery 

• SOP* - Start of Frame field in a USB Power Delivery; indicates the intended recipient of the packet 

• VCONN - the dedicated power supply rail for cables and accessories 

• BMC - Biphase Mark Coding 

• CDR - Clock (and) Data Recovery

-- Application Note, AN1974, Microchip Technology Inc., 2015





Source also monitors for orientation this way. Sink monitors for a connection via VBUS. 



-- Application Note, AN1974, Microchip Technology Inc., 2015

The DFP is the Bus Master and initiates all communication.



Differential Manchester coding, 300 kbps, DC balanced with a nominal voltage swing of 1.125V

-- Application Note, AN1974, Microchip Technology Inc., 2015

Biphase Mark Coding





-- https://hackaday.com/2023/02/14/all-about-usb-c-talking-low-level-pd/

RPi Pico H
(RP2040)

FUSB302BGEVB
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-- Technical Article, TA0356, STMicroelectronics, 2018



-- Intel Corporation, 2016



-- Intel Corporation, 2016
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Thunderbolt 3 to PCI Express Expansion Chassis

-- https://www.startech.com/en-eu/usb-hubs/tb31pciex16

TBT 
controller

Flash 
FW

USB Type-C 
controllers



Here comes... USB4







USB4 versus Thunderbolt

• As an attack vector, both can give the attacker PCI Express access 

• They are, however, different utilizations of the USB Type-C interface 

• Their activation sequence via USB PD on the CC line differs 

• They may not be both supported by the same port - check the computer 
manual 

• When striving to get PCIe access, we shall try both ways 

- as one may be blocked/not available, while the other one could be there



USB Type-C plus PCIe/DMA Attack Vector

• Part #1 

- getting through the USB-C PD controller and TB host controller combo 

- for instance, Thunderspy by Björn Ruytenberg, https://thunderspy.io/ 

• Part #2 

- lateral movement in PCI Express bus environment 

- for instance, PCILeech by Ulf Frisk, https://github.com/ufrisk/pcileech 

- also relevant, Thunderclap: Exploring Vulnerabilities in Operating System IOMMU Protection via DMA 
from Untrustworthy Peripherals by A. Theodore Markettos et al. 

- https://thunderclap.io/wp-content/uploads/2024/01/thunderclap-paper-ndss2019.pdf 

https://thunderspy.io/
https://github.com/ufrisk/pcileech
https://thunderclap.io/wp-content/uploads/2024/01/thunderclap-paper-ndss2019.pdf


-- Ruytenberg, 2020



IOMMU in Action

-- https://thunderclap.io/



-- https://thunderclap.io/



NVMe Solid State Drive

• NVMe (Non-Volatile Memory Express) is 
SSD standard incorporating disk 
controller and disk host adapter into one 
device connecting directly to PCI 
Express system bus 

- does not require PCIe to SATA host 
adapter 

- usually uses M.2 connector factor 
regarded as yet-another PCIe plug 
here



Thunderbolt / USB4 to NVMe

• In fact, having PCIe adapter immediately implies having NVMe, as this is just a 
question of a connector format 

- CEM (Card ElectroMechanical connector - i.e. PCIe classic) versus M.2 

• Can be used as a security policy bypass in case of USB Mass Storage device 
class being actively blocked 

- from the USB Type-C viewpoint, this is not a USB peripheral, as it runs 
through the PCIe channel instead 

- so, it may be totally invisible for a plain USB filtering SW



HyperDrive USB4 NVMe Case

NVMe SSD inserted in the case

USB Type-C providing PCIe access via USB4



-- MS Windows 11 Professionalnote BitLocker did not automatically cover the external NVMe



Prodigy Technovations PCIe Protocol Analyzer



CPU: Microarchitecture Vulnerabilities



Intel Skylake 
Microarchitecture (single core)

• Predicted instruction flow decoded into μOPs


• Out-of-order and speculative execution of 
μOPs by individual units 


• Architecture main state vs. transient 
microarchitecture state


• Plenty of shared resources inducing side and 
covert channels


- these are leaking the microarchitecture 
state, so making the effects of the transient 
execution observable



–Spectre Attack Paper

“From a security perspective, speculative execution involves 
executing a program in possibly incorrect ways.”



Meltdown

Channel invocation from the attacker’s process
-- https://meltdownattack.com/
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Channel Reception

-- https://meltdownattack.com/



Meltdown Covert/Side Channel

• Allows accessing privileged memory regions from an unprivileged process 

- this actually may include the complete image of the whole physical memory

-- https://meltdownattack.com/



User Space to Another User Space Access via Kernel Maps

-- https://meltdownattack.com/



Canonical Addressing of x86-64 in IA32e Mode

• Let us assume 48-bit canonical version for 4-level paging 

- bits 63:47 of the linear (virtual) address are identical and sign-extension of the most significant bit 

• 0xFFFF 8 is considered a kernel-space address prefix 

• As we are on 64-bit architecture, modulo  generally applies 

Noting that  

we can consider the kernel-space address interval as  with low to high order preserved

264

63

∑
i=47

2i ≡
63

∑
i=47

2i − 264 = − 247 (mod 264)

−247… − 1

-- Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 3: System Programming Guide, Intel Corp, March 2025 



Spectre

• Targets the memory of a victim process from another (possibly user-space) 
process 

- also possible within the same process - e.g. JavaScript sandbox escape 

• Abuses a latent transmitting gadget already present in the victim process

-- https://spectreattack.com/
Spectre Variant 1 - conditional branch misprediction



actual value

predicted value

gain loss gainloss & risk
-- https://spectreattack.com/



Spectre - Variant 2

-- https://spectreattack.com/
Indirect branch target misprediction



Return-Oriented Programming (ROP) Similarities

• The attacker relies on the code that is already existing in the attacked process 
memory map - such a code is called gadget 

- also similar to LOLBIN mentioned with Powershell above 

• In Spectre Variant 2, the gadget is invoked via indirect jump, having a similar 
role to stack-driven returns in ROP here 

- notably, the gadget does not have to terminate cleanly, since this all 
happens in a transient microarchitecture context



Spectre Variant 2 Gadget Example

• Found in ntdll.dll on both Windows 8 and Windows 10 

• Assumes the attacker can control edi and ebx, while knowing edx 

- the assumption has to hold before the indirect branch occurs that in turn leads to the gadget invocation 

- so, the attacker has to find both the susceptible branch together with the useful gadget in the victim 
context memory map 

• Setting ebx = m - edx - 0x13BE13DB selects the memory location m whose content is to be transmitted 
by the cache side channel by fetching the edi address in the second adc instruction 

-- https://spectreattack.com/



DRAM: Fault Induction, a.k.a. Row Hammering



-- 
ht

tp
s:

//e
n.

w
ik

ip
ed

ia
.o

rg
/w

ik
i/D

yn
am

ic
_r

an
do

m
-a

cc
es

s_
m

em
or

y

-- [Kim et al., 2014]



– Kim et al., 2014

“When a wordline’s voltage is toggled repeatedly, some cells in 
nearby rows leak charge at a much faster rate.”



Row Hammer Principle Illustrated

row_hammer: 
mov EAX, [ADDR_X] 
mov EBX, [ADDR_Y] 
clflush [ADDR_X] 
clflush [ADDR_Y] 
mfence 
jmp row_hammer

-- [Kim et al., 2014]
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Shall we recommend some intro books for you now...

- plus then any title on UNIX / Linux system programming that you are comfortable with 

- distinguish system vs kernel programming as well as computer architecture vs organization



Thank you for your attention
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