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Revision History

- 22/04/2019/Tom, direct application of BV elaborated

- 24/04/2019/Tom, S-Box indices permuted to reflect actual Qiskit
mplementation

- 5/05/2019/Tom, periodisation details, cryptography runtime models

- 9/05/2019/Tom, entanglement masking



Notation Notes

- @ denotes (vector) addition modulo 2

- when clear from the context, we use simply + and @ interchangeably




Runtime Models

- These models capture the context in which the cryptographic scheme shall
remain secure

- [hey affect the formal definition and assumptions used for the security proof
- however, the correspondence Is not one-to-one

- there are consensual rules of what to use when



Black Box Runtime Model




Grey Box Model




White Box Model
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/* Private functions: ®
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/%

static uint8_t getSBoxValue(uintB8_t num

eturn sbox[num];

}

#define getSBoxvalue(num) (sbox[(num)])
/%

static uint8_t getSBoxInvert(uint8_t num

return rsbox[num];

// This fun roun eys are used in each roun
static void R const uint8 Key)
{
unsigned 1\
uintB_t temp3 e n/row operatiof
The first round key is the key 1 .
for (1 = 0; 1 < Nk; ++1) —
{
RoundKey [(i * 4) + 8] = Key[(i * 4) + 9];
RoundKey [(i * 4) + 1] = Key[(i * 4) + 1];
RoundKey [(i * 4) + 2] = Key[(i * 4) + 2];
RoundKey [(i * 4) + 3] = Key[(i * 4) + 3];
}
// ALl other round keys are fc the previous round keys.

{

or (i =Nk; i <Nbx (Nr+1

k=(1i-1) *x4;
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Quantum Box Model
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/* Private functions:
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/*
sta uint8_t getSBoxValue(uint8_t num
urn sbox [num] ;
#define getSBoxvalue(num) (sbox[(num)])
/%
static uint8_t getSBoxInvert(uint8_t r

return rsbox[num];

#define getS

// This fur

static void

unsigned 1)
uintB_t tempd
The first round lf‘,‘ is the
for (1 = @; 1 < Nk; ++1)
{
RoundKey [(i * 4) + 8] = Key[(i * 4)
RoundKey [(i * 4) + 1] = Key[(i * 4)
RoundKey [(i * 4) + 2] = Key[(i * 4)
RoundKey [(i * 4) + 3] = Key[(i * 4)

// ALl other round keys are found fr

for (i = Nk; & <Nb = (Nr + 1); ++i)

eys are used in each

Key)

+ 0];
+1];
+2];
+ 3];

om the previous round keys.
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Even-Mansour Cipher

c=E(m)=Pm®k"® k"

- P Is (pseudo)random permutation (S-box)
- k) is the first part of the key
- K@ Is the second part of the key

- m IS the Input plaintext, ¢ Is the output ciphertext



Periodisation of the Even-Mansour Cipher

y=f(x)=E(x)® P[x]=P[x®k"® k"> ® P[x]
= f(x®@ k") = f(x)
S0, k) Is can be found as the period of f(x)

- also called a linear structure, here

k@ Is then determined easily from a simple linear equation



Vector Oriented Description of y = E(x), 3-bit Example

Y ( P1[(x1>x29x3)+(kl(l),kz(l),k3(l))] ( Jr (2
v, |=| Pl(x,x,,x)+k",kVEN] [+ £

2

V3 L P3[(Xl,xz,x3) 4+ (k1(1)9k2(1)>k3(1))] L k3(2)




S-boxes for 3-bit Example

Pl(x,,x,,x,)]=x,+xx, =x, +x,+xx,
Pl(x,x,,x)]=x+xx, =x +x,+xXx,

P3[(x1,x2,x3)] =X, +Xx X, =X +X,+XX,



Vector Description of the Periodisation

,
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Bl(x,,x,,x,)+ (k,

k(l) k(l))] )

2772 273

Pt 0)+ (0, )

(1)
P(x,,%,,%,) + (K

k(l) k3(1))] /
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Periodisation per One Index (Bit-by-Bit)

Let x=(x,x,,x,) € FZ3.

f,(x) = E,(x)+ £ (x)
1 ] 1 2
= P(x,,%,, %)+ (k5,7 k)] + BL(x,x,,x)]+ &
=x,+k" +x, + D+ (x5 KD+ x +x +xgx, + k)
2 2 3 3 1 1 2 2 2 3 172 ]

_ 7 O (1 DML Op 4 12
=k, x, +k Cx, +k kT +Hk 7k +k

1 ] ] 1 1 ] 2
= (k,",k",0)- (x,x,,x)+ &,V + "V + VK + £

=af;+Q



In General - Periodisation Index by Index

—_— —

f(x) a-x+§,1<i<n

for our experiment n =3



INn Particular

1. (D) 1D 7. (D (1) (D 7. (1) (2)
a =k, ",k 7,0),0 =k"+k +k k' +k
T (1) 7. (1) 7D (1) (D) 7. (1) (2)
a, —(O,k3 ,k2 ), 52 — /7c1 +k3 +/7c2 /7c3 +/7c2

P (1) (1) _ 71 (1) (1) (D) g (1) (2)
a,=(k",0,kV), & =kV+kV+kVkD +k,

_’ 3
6 eF). ¢ eF



We start with the BV-style superposition




We apply the quantum oracle operator for fiix), 1=si<n, n=3

%) ®| w) - |x)® w £(x)), where /,(x) = a,-x +{,

0)-11
99 "

ohase kickback effect

\m:ﬁ% (1)



We use the final Hadamard transform on the first part of the register
for the desired interference

S(l0-[1)°

1 x+cj lxy

i) =3 T T 0| S
o101

_ 151 1(+y)x |

=(-1)° ZZ( ) )@ R

o)1)
= (-1)*|a ) ®
( ) |az> ; \/5 ,

global phase direct key bits




Entanglement Masking - the Idea

f there is the oracle E(x) on a guantum computer implemented for some authorised
reason (e.g. as a communication sub-module), then the honest calling of this
module would be with an eigenstate, not with the equal superposition inputs.

S0, we are searching for such a modification that will on one hand work with
elgenstates in the unchanged way, so E(x) still does what it shall do.

- On the other hand, the masking shall defeat the attacking algorithm when there is
the Input superposition entered.

- We achieve this through entanglement with internal (to E(x)) working qubits that
breaks the desired interference in the final Hadamard transform of our attack.




MﬁSk}ﬂQ the E(x) Oracle via Internal Input Entanglement
e Initial BV superposition then becomes this

=[5 a2
V) \/—EF:‘ )®|x) |® 5

original input entangled sibling



Entanglement corrupts the final Hadamard transform interference

—(  1\% i B (glf;).; O>— 1>
v,)= (D Y ZFE ;,n( D y) |®x) |® 5

the entangled |x> sibling prevents the desired interference to occur,
SO, we end up with an equal superposition with respect to the first part of the register



