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Cautionary Note

• LoRa ~ Long Range (radio) 

- physical layer based on Chirp Spread Spectrum radio 

- many different networks can be based on LoRa PHY 

- including star as well as mesh and ad-hoc mesh topologies 

• LoRaWAN ~ Long Range Wide-Area Network 

- particular wireless network architecture with a star topology based on LoRa PHY 

• We shall not mix these two terms



LoRa (Long Range) PHY Origin

"...The story of LoRa began in 2009, when two friends in France ... Despite encountering 
resistance, ... Nicolas Sornin and Olivier Seller continued dedicating their time to turn the 
idea into a reality. In 2010, Nicolas and Olivier met their third partner, François Sforza, and 
together they started the company Cycleo. ... [Grenoble, FR]"

"... Semtech acquired Cycleo in May 2012. ... [Camarillo, California, USA]"

-- https://blog.semtech.com/a-brief-history-of-lora-three-inventors-share-their-personal-story-at-the-things-conference





So, the EU independence and sovereignty has its limits here

"... Semtech acquired Cycleo in May 2012. ... [Camarillo, California, USA]"

-- https://blog.semtech.com/a-brief-history-of-lora-three-inventors-share-their-personal-story-at-the-things-conference
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LoRa Radio: Basal UpChirp
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LoRa Radio: Basal DownChirp
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LoRa Core Modulator Parameters

• Spreading Factor (SF) 

- governs the spreading ratio of the modulated chirp signal 

- technically, it is the number of raw data bits per modulation symbol 

- possible values: 5, 6, 7, 8, 9, 10, 11, 12 

• Bandwidth (BW) 

- sets the symmetric bandwidth predominantly occupied by the chirp 

- possible values (kHz): 7.81, 10.42, 15.63, 20.83, 31.25, 41.67, 62.5, 125, 250, 500 

Defining equation for the modulated symbol (chirp) period: Ts =
2SF

BW

-- SX1261/2 Data Sheet, Rev 2.2, DS.SX1261-2.W.APP, Semtech Corporation, December 2024 



LoRa Complex Modulated Signal in Baseband (UpChirp based)
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-- Chiani, M. and Elzanaty, A.: On the LoRa Modulation for IoT: Waveform Properties and Spectral Analysis, IEEE, 2019



Real Passband Quadrature Modulated Signal Form

ys(t) = ℜ {xs(t) ⋅ ei2πfct} = ℜ e
i2π( BW

2Ts
t2 − BW

2 t + S
Ts

t − BW ⋅ t ⋅ u(t − tfold) + fc ⋅ t)

unless stated otherwise, however, we work with complex baseband signals in the following slides

-- Chiani, M. and Elzanaty, A.: On the LoRa Modulation for IoT: Waveform Properties and Spectral Analysis, IEEE, 2019
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frequency plane modulated 
symbols

frequency plane dechirping

SF = 9, BW = 125 kHz 
Ts = 4.096 ms

symbol #0 symbol #256

symbol #128 symbol #384
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upchirp symbol #128 basal downchirp dechirped #128 (zoom)x =

discrete time signal plane dechirping (BW sample rate gives 2^SF samples)

complex multiplication rules shall be applied: (a + ib) × (c + id) = (ac − bd) + i (ad + bc)BW = 125 kHz, 1/BW = 8 us, SF = 9, 2^SF = 512



final step: DFT-based decoding

fsymbol =
128
2SF

BW

SF = 9 
2^SF = 512 
BW = 125 kHz

symbol #128



What if we did not dechirp? We get white noise spectrum instead...

BW = 125 kHz 
SF = 9 
2^SF = 512



Chirp period Ts = 2^SF / BW [ms]
SF 5 6 7 8 9 10 11 12

BW [kHz]

    7.81      4.0973    8.1946    16.389    32.778    65.557    131.11    262.23    524.46

    10.42      3.071     6.142    12.284    24.568    49.136    98.273    196.55    393.09

    15.63     2.0473    4.0947    8.1894    16.379    32.758    65.515    131.03    262.06

    20.83     1.5362    3.0725     6.145     12.29     24.58     49.16     98.32    196.64

    31.25      1.024     2.048     4.096     8.192    16.384    32.768    65.536    131.07

    41.67    0.76794    1.5359    3.0718    6.1435    12.287    24.574    49.148    98.296

    62.5       0.512     1.024     2.048     4.096     8.192    16.384    32.768    65.536

125   0.256     0.512     1.024     2.048     4.096     8.192    16.384    32.768

250   0.128     0.256     0.512     1.024     2.048     4.096     8.192    16.384

500   0.064     0.128     0.256     0.512     1.024     2.048     4.096     8.192

//\ medium fast //\ long fastMeshCore CZ



Raw bit rate Rb = SF/Ts = (SF/2^SF)*BW [kbps]
SF 5 6 7 8 9 10 11 12

BW [kHz]

    7.81  1.2203  0.73219  0.42711  0.24406  0.13729 0.07627  0.041948  0.022881

    10.42 1.6281  0.97688  0.56984  0.32562  0.18316 0.10176  0.055967  0.030527

    15.63 2.4422   1.4653  0.85477  0.48844  0.27475 0.15264   0.08395  0.045791

    20.83 3.2547   1.9528   1.1391  0.65094  0.36615 0.20342   0.11188  0.061025

    31.25 4.8828   2.9297    1.709  0.97656  0.54932 0.30518   0.16785  0.091553

    41.67 6.5109   3.9066   2.2788   1.3022  0.73248 0.40693   0.22381  0.12208

    62.5  9.7656   5.8594    3.418   1.9531   1.0986 0.61035   0.33569  0.18311

125 19.531   11.719   6.8359   3.9062   2.1973  1.2207   0.67139  0.36621

250 39.062   23.438   13.672   7.8125   4.3945  2.4414    1.3428  0.73242

500 78.125   46.875   27.344   15.625   8.7891  4.8828    2.6855   1.4648

-- code rate omitted //\ medium fast //\ long fastMeshCore CZ



Chip rate Rc =
2SF

Ts
= BW

BW [kHz]

    7.81  

    10.42 

    15.63 

    20.83 

    31.25 

    41.67 

    62.5  
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- rather a pseudo quantity, since this was possibly a design axiom to allow for 
DSSS-like processing gain estimation (rule of thumb)

- there is no chipping sequence per se with CSS (Chirp Spread Spectrum)
- perhaps, we could consider baseband discrete-time samples as "chips" 
- this axiom then gives  definition as used beforeTs



Processing gain PG = 10*Log[ Rc / Rb ] = 10*Log[ (2^SF)/SF ]

SF 5 6 7 8 9 10 11 12

PG [dB]     8.0618 10.28 12.621 15.051 17.55 20.103 22.699 25.332

SX126x typical 
min LoRa 

demodulator 
SNR [dB]

-2.5 -5 -7.5 -10 -12.5 -15 -17.5 -20

//\ medium fast //\ long fast

SNR = 10 ⋅ log10
signalpwr

noisepwr
[dB]

MeshCore CZ



LoRa IP generation: 2
Freq: 150 - 960 MHz
Link budget: 170 dB
Rx current max: 4.6 mA
Sensitivity max: -148 dBm
Tx power max: 22 dBm
SF: 5 - 12
BW: 7.8 - 500 kHz

-- SX1261/2 Data Sheet, Rev 2.2, DS.SX1261-2.W.APP, Semtech Corporation, December 2024 



LoRa Packet Structure

-- SX1261/2 Data Sheet, Rev 2.2, DS.SX1261-2.W.APP, Semtech Corporation, December 2024 



LoRa Preamble with Sync Word (Network Identifier)

-- Tapparel, J. and Burg, A.: Design and Implementation of LoRa Physical Layer in GNU Radio, 14th GNU Radio Conference, 2024

Sync word:
0x34 ~ LoRaWAN
0x2B ~ Meshtastic
0x12 ~ private / Meshcore

Nup:
16 ~ Meshtastic

-- https://meshtastic.org/docs/overview/mesh-algo/



Example Network Header - Meshtastic

-- https://meshtastic.org/docs/overview/mesh-algo/
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869.525 MHz

//\ Meshtastic EU in 868 MHz band

-- https://meshtastic.org/docs/overview/radio-settings/



869.432 MHz

MeshCore CZ in 868 MHz band

-- https://meshcore.cz/nastaveni_site_meshcore_cz



LoRa Sniffing

• Offline - harvest now, decode later 

- SDR is an obvious option, see GitHub (etc.) for GNU Radio low-level blocks 

- for instance: https://github.com/rpp0/gr-lora, https://github.com/tapparelj/gr-lora_sdr 

- we have a plenty of time to get the parameters right - essentially "MATLAB exercise" 

• Online - realtime, as the communication unfolds 

- tiny time window to estimate the modulator setup 

- still doable if we allow for certain capture lag - assumes the parameters do not vary with time (!) 

- complicates further with possible frequency hopping



Chasing Modulator Parameters

• We need at least correct SF and BW 

- wrong SF makes the dechirping with Fourier transform decoding fail 

- we would see a noise-like signal 

- wrong BW (actually wider) can capture unnecessary noise 

- furthermore, incorrect sampling makes the Nyquist folding frequency tricks fail 

• Also a possibly different base chirp polarity is then a cherry on the cake 

• Seems the brute force by parallel running radios is not that bad option 

- this is probably expensive in realtime, or ... ?



-- SX1302 Data Sheet, Rev 1.2, DS.SX1302.W.APP Semtech Corporation, October 2020 

125kHz LoRa reception with:
- 8 x 8 channels packet detectors
- 8 x SF5-SF12 demodulators
- 8 x SF5-SF10 demodulators



Meshtastic //\ - Easy Way to Practice (with ad hoc mesh topology)

-- https://meshtastic.org/docs/introduction/



RAK WisMesh Pocket V2

LoRa RF: Semtech SX1262
controller: Nordic nRF52840
display: 1.3” OLED
battery: 3200mAh
supports: LoRa, BLE, GNSS, NFC-A, USB-C*

*) rather USB 2.0 via USB-C

-- https://store.rakwireless.com/products/wismesh-pocket

-- https://hexaspot.com/products/wismesh-pocket-v2-ready-to-use-meshtastic-devicet



SX1262

TCXO

RX/TX switch LoRa ANT

-- https://docs.rakwireless.com/product-categories/wisduo/rak4630-module/datasheet/



nRF52840

BLE ANT

PCB pinout

-- https://docs.rakwireless.com/product-categories/wisduo/rak4630-module/datasheet/



Heltec Wireless Tracker V1.1

-- https://heltec.org/project/Wireless-Tracker/

-- https://www.laskakit.cz/heltec-wireless-tracker-v1-1-868mhz-sx1262-uc6580-wifi-gps-modul/

LoRa RF: Semtech SX1262
controller: Espressif ESP32-S3FN8
display: 0.96" TFT 
battery: none, 3.7V LiPo ready 
supports: LoRa, BLE, WiFi, GNSS, USB-C*

*) rather USB 2.0 via USB-C



Pixelure 10 dBi Gain/868MHz
-- https://www.amazon.de/dp/B0F8VHHS1G



-- https://flasher.meshtastic.org/



-- https://flasher.meshtastic.org/



After flashing FW, connect the device to the client application (BLE)





Prague, CZ, medium fast Vienna, AT, long fast



contact
received
7.3.2026

cca 27 km
RSSI -121 dBm
SNR -13.25 dB

AT, long fast



Thank you for your attention ///... //..\\ ...
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History (year-month-day format)

• 2026-03-27, version 1.1, symbols annotated 

• 2026-03-20, version 1.0 released


