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1. State of the Art

1.1 Modern Cryptology

Since the thesis is mainly focused on the area of theory of applied cryptography (as an
integral part of modern cryptology), we will briefly show what this subject represents
together with what its current state of the art is. The mainstream of applied cryptography
can be seen in development and implementation of various cryptographic and security
standards. Standards such as AES [34], SHA-1 [32], DSA [33], ECDSA ([33], [45)),
RSA [89] or standards such as PKCS ([76], [77], [78], [79]), etc. are good examples of
that. These standards are kept up-to-date and made public. However, does this mean that
anyone with a basic knowledge of computer architecture and discrete mathematics can
simply build up a secure cryptographic module following these standards? Also, does this
tell us that all cryptographic modules using the same cryptographic standard have the
same level of security? Unfortunately, it does not. The main focus of the thesis is to draw
an attention on several topics of the area of applied cryptography, which are very often
neglected by many security architects. These topics will be demonstrated mainly on
practically feasible attacks which were or would be possible because of architects of
security modules or even standards did not pay appropriate attention to certain key
aspects of applied cryptography. It turns out that, despite of surviving belief of various
experts, following even highly trusted security standards is simply not enough to build up
a really secure security module. These standards can be used as useful hints of what we
shall (not) do, but the definite responsibility of checking potential vulnerabilities of a
particular security module designed is still left on their architects.

1.2 Main Issues of Modern Cryptology

There are two basic questions which seem to be so important for identifying and
resolving potential vulnerabilities that even a high-skilled security architect should not
regret of paying an appropriate attention to them. The first question is:

What environment shall the designed module be used in?

The main aim of every security module is to defeat certain vulnerabilities of a target
system (for example an online banking application) to lower risks coming from potential
threats. For this purpose, the threat is defined as an event which could cause a certain loss
of subjects incorporated in using the particular application (here, it could be a threat of
stealing an access to somebody’s banking account, etc.). The vulnerability is then defined
as a set of conditions which allow the particular threat to harm the system (here, it could
be a security hole in an authentication module, etc.). Since the set of concrete threats
together with their characteristics is given mainly by a concrete environment in which the
designed module will be used, it is absolutely necessary to answer the first question
mentioned above and to make up an accurate threat model. In such a model, we must then
carefully examine as many properties of the module as we can to verify whether the
module will really remove all those vulnerabilities or not. Moreover, we must also check
if there are not some new vulnerabilities which would be introduced by applying this
module. Otherwise, it may happen that the designed module will have such property that
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would turn out to be a serious vulnerability allowing disastrous threat to occur. Although
it may seem as nothing more than just repeating basis of the best designing practice, the
reality shows that most of devastating attacks are possible mainly because of the fact that
this code of best practice is being constantly underestimated and overlooked. For
instance, ignoring physical properties of cryptographic modules (i.e. the environment
which surrounds every physical device) motivated the development of a brand new,
rapidly developing area of cryptanalytical techniques called side channel cryptanalysis.
Roughly speaking, introduction of this theory (by Paul Kocher around 1996 [56]) was the
time when devastating attacks returned back to the papers presented at conferences on
cryptology. We may really say that it was a revolution in contemporary cryptology
which, hopefully, changed the way of viewing and modeling cryptographic modules [50].
However, it will probably take some time until this theory becomes also practice. At the
time of completing the thesis (spring-summer of 2004), side channel attacks are still very
dangerous and very few modules can be regarded as reasonably protected against them.
Therefore, most of the papers included in this thesis are focused on side channel attacks
to deeply illustrate their nature and some techniques to defeat them.

The second key question is:

What is the easiest problem an attacker has to solve to break the module in some
way?

As security architects, we should answer this question when we have an accurate
threat model constructed in the previous step. It is important to note that, for example,
identifying potential side channels would be of no benefit if we underestimate the way
they would help an attacker to break into the system. The core is that traditional
theoretical cryptanalysis tends to be focused on well-known, “well-hard” problems (such
as factorization, discrete logarithm, etc. c.f. [64], [103]), while the particular problems an
attacker has to solve in practice to be able to say that “she broke the system” are often
essentially easier. Consequences of overlooking this aspect can be again easily seen from
unusually good results obtained by side channel attacks. However, side channels are not
the only one area where we can see that. As an example, we have also included in chapter
G (see organization notes bellow) a new kind of attack on the well-known signature
schemes DSA and ECDSA [33], [64], [103]. This is not a side channel attack, but it can
also introduce serious weaknesses in certain systems based on a growing phenomenon of
electronic signatures. Furthermore, we did not have to solve any from those “well-hard”
problems (here namely the discrete logarithm problem) to do our attack. What we
actually did is that we exploited such a property of these schemes which tends to be
constantly overlooked by many researchers.

Certain evidences, that answering the above mentioned questions is of a crucial
importance, can be seen if we look carefully at the attacks studied and presented at
various conferences in the past and nowadays. The attacks discussed in the past were
almost solely focused on cryptanalysis of intercepted cryptograms, while the ones
presented nowadays are somehow mentioning playing an interactive game between an
attacker and her victim. This naturally reflects the way in which cryptosystems are
implemented into practical applications. Being in the role of the attacker, we do not have
to rely solely on randomly intercepted cryptograms any more. Playing the interactive
game with our victim, we can “adjust” the conditions of our attack to finally get as easiest
mathematical problem to solve as possible. Although it can be perhaps a bit “disgusting”
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for a beautiful mathematical mind, this subject must be studied and understood properly
to tightly grasp what the contemporary cryptology is all about, which is then necessary to
be able to fight with modern attackers as effectively as possible. Author’s opinion here is
that even in this area of so-called theory of applied cryptography, one can find very
interesting problems for any taste of mathematical complexity and-or engineering
practice. This is the main motto behind the papers written and completed in this thesis.



2. Goals of the Doctoral Thesis

The main goals of the dissertation are:

To investigate several selected security standards which are widely used in
contemporary security modules in order to see if they are designed properly
according to particular key issues of modern cryptology (c.f. §1.2 above).

To propose, elaborate, and describe possible practical attacks based on
vulnerabilities found in these standards. The main focus is on the area of side
channel cryptanalysis which is highly promising and rapidly growing part of
contemporary cryptanalysis.

To design and-or suggest effective countermeasures against discovered
attacks.

To contribute to a general theory of side channel cryptanalysis. Since this kind
of cryptanalysis is the main tool used in the thesis, together with the fact that it
is still rapidly growing, it would be desirable to try to independently generalize
certain new ideas which were discovered for the purpose of the attacks
presented here. We note that this goal is mainly achieved in the overviewing
part of the thesis (c.f. organization of the thesis bellow) where a practical
enhancement of classification methodology is proposed. Certain general
results and observation are also pointed out in detailed descriptions of
particular attacks.



3. Organization of the Thesis and Results Summary

The thesis consists of extended versions of papers which reflect author’s results obtained
during his PhD research. Each paper represents one chapter of the thesis indexed as A, B,
..., G. The relevant information on how and where particular papers were published, is
included as footnotes at their relevant starting pages. Short abstracts of each chapter
showing the main author’s results obtained follow.

3.1 Chapter A. Side Channel Cryptanalysis — An Overview

Growing theory of the side channel cryptanalysis shows the necessity of building and
using general models of cryptographic modules when their security has to be examined.
Traditional approach, which was used before, was to examine these modules as abstract
mathematical functions without their connection to the objective physical reality. It shows
that particular physical properties can prominently spread the set of vulnerabilities and
available cryptanalytic techniques. From here follows their impact on the security. The
information available due to particular physical properties is referred to as side
information. The means, which the side information is transmitted by, are then referred to
as side channels. Practically, side channels are often represented as physical magnitudes,
which are in some ways related to an activity of the cryptographic module being
examined (the amount of time it takes to perform some operation, the power trace, the
electromagnetic emanation, etc.). This overviewing chapter presents various general
aspects of the theory of side channel cryptanalysis. It introduces particular types of side
channels, which are known up to now, and it sketches, how these side channels can be
used for cryptanalytic purposes. It also proposes a general classification methodology
which allows practically useful distinguishing between various channels and their
analyses. Furthermore, it separates the terms channel, signal, analysis, and information
which should also be practically beneficial.

3.2 Chapter B. Attack on Private Signature Keys of the OpenPGP format, PGP™
programs and other applications compatible with OpenPGP

In this chapter, we describe an attack on the OpenPGP format [87], which leads to a
disclosure of private signature keys of the DSA [33] and RSA [89] algorithms. The
OpenPGP format is used in a number of applications including PGP, GNU Privacy Guard
and other programs specified on the list of products compatible with OpenPGP, which is
available at http://www.pgpi.org/products. Therefore all these applications shall undergo
the same revision as the actual program PGP™. The success of the attack was practically

verified and demonstrated on the PGP™(*) program version 7.0.3 with a combination of
the AES [34] and DH/DSS algorithms [87]. As the private signature key is the basic
information of the whole system which is kept secret, it is encrypted using the strong
cipher. However, we show that this protection is weak, as the attacker has neither to

™) PGP is registered trade mark of Network Associates, Inc. All other registered and not registered
trade marks listed in this document are owned by their appropriate owners.

5



attack this cipher nor user’s secret passphrase. A modification of the private key file in a
certain manner and subsequent capturing of one signed message is sufficient for a
successful attack. A vulnerability coming from an insufficient protection of the integrity
of the public as well as private parts of signature keys in the OpenPGP format is
analyzed. On the basis of this, a procedure of attacks is shown on both DSA and RSA
private signature keys. The attacks apply to all lengths of parameters (modules, keys) of
RSA and DSA. The cryptographic countermeasures for correction of the OpenPGP
format as well as the PGP™ format are proposed.

3.3 Chapter C. Further Results and Considerations on Side Channel Attacks on
RSA

The research presented in this chapter contains three parts. In the first part, we present a
new side channel attack on a plaintext encrypted by EME-OAEP PKCS#1 v.2.1 [76]. In
contrast with recent well-known Manger's attack [61], we attack directly that part of the
plaintext, which is shielded by the OAEP method. In the second part, we remind that
Bleichenbacher's [16] and Manger's attack on the RSA encryption scheme PKCS#1 v.1.5
and EME-OAEP PKCS#1 v.2.1 can be converted to an attack on the RSA signature
scheme with any message encoding (not only PKCS). In the third part, we deploy a
general idea of fault-based attacks (we introduce a notion of confirmation oracle) on the
RSA-KEM [92] scheme which was suggested as a possible solution to implementation
attacks (e.g. side channel attacks) which seem to be constant problems of the schemes
from [76]. We present two particular attacks as examples to show that this solution is
clearly not a definite one. The result of these attacks is the private key instead of the
plaintext as with attacks on PKCS#1 v.1.5 and v.2.1. These attacks should highlight the
fact that the RSA-KEM scheme is not an entirely universal solution to problems of
RSAES-OAEP implementation and that even here the manner of implementation is
significant.

3.4 Chapter D. Strengthened encryption in the CBC mode

Vaudenay [106] has presented a side channel attack on the CBC mode of block ciphers
([74], [86]), which use padding according to the PKCS#5 standard [77]. One of the
countermeasures, which he assumed, consisted of the encryption of the message M'= M ||
padding || hash(M || padding) instead of the original M, where hash is an appropriate
cryptographic hash function. This can increase the length of the message by several
blocks compared with the present padding. Moreover, Wagner [106] showed a security
weakness in this proposal. The next correction, which Vaudenay proposed ("A Fix Which
May Work") has a general character and doesn't solve practical problems with the real
cryptographic interfaces used in contemporary applications. In this article we propose
three variants of the CBC mode. From an external point of view, they behave the same as
the present CBC mode with the PKCS#5 padding, but they prevent Vaudenay's attack. In
this chapter, we also make use of the notion of confirmation oracle which has been

introduced in chapter C.



3.5 Chapter E. Side Channel Attacks on CBC Encrypted Messages in the PKCS#7
Format

As shown by Vaudenay in [106] and also discussed in chapter D in this thesis, a CBC
encryption mode ([74], [86]) combined with the PKCS#5 padding [77] scheme allows an
attacker to invert the underlying block cipher, provided she has an access to a valid-
padding oracle which for each input ciphertext tells her whether the corresponding
plaintext has a valid padding or not. Having in mind the countermeasures against this
attack, different padding schemes have been studied in [15]. The best one is referred to as
the ABYT-PAD. It is designed for byte-oriented messages. It removes the valid-padding
oracle, thereby defeating Vaudenay's attack, since all deciphered plaintexts are valid in
this padding scheme. In this chapter, we try to combine the well-known cryptographic
message syntax standard PKCS#7 [78] with the use of ABYT-PAD instead of PKCS#5.
We also make use of a generalized notion of the confirmation oracle introduced in
chapter C. Let us assume that we have access to a PKCS#7-onr confirmation oracle that
tells us for a given ciphertext (encapsulated in the PKCS#7 structure) whether the
deciphered plaintext is correct or not according to the PKCS#7 (v1.6) syntax [79]. This is
probably a very natural assumption, because applications usually have to reflect this
situation in their behavior. It could be a message for a user, an API error message, an
entry in the log file, different timing behavior, etc. We show that an access to such an
oracle again enables an attacker to invert the underlying block cipher. The attack requires
single captured ciphertext and approximately 128 oracle calls per one ciphertext byte. It
shows that we cannot hope to fully solve problems with side channel attacks on the CBC
encryption mode by using a “magic” padding method or an obscure message-encoding
format. Strong cryptographic integrity checks of ciphertexts should be incorporated
instead.

3.6 Chapter F. Attacking RSA-based Sessions in SSL/TLS

In this chapter, we present a practically feasible attack on RSA-based sessions in
SSL/TLS protocols [85], [83]. These protocols incorporate the PKCS#1 (v. 1.5) [76]
encoding method for the RSA encryption of a premaster-secret value. The premaster-
secret is the only secret value that is used for deriving all the particular session keys.
Therefore, an attacker who can recover the premaster-secret can decrypt the whole
captured SSL/TLS session. We show that incorporating a version number check over
PKCS#1 plaintext used in the SSL/TLS creates a side channel that allows the attacker to
invert the RSA encryption. The attacker can then either recover the premaster-secret or
sign a message on behalf of the server. Practical tests showed that two thirds of randomly
chosen Internet SSL/TLS servers were vulnerable. The attack is an extension of
Bleichenbacher’s attack on PKCS#1 (v. 1.5) [16]. We introduce the concept of a bad-
version oracle (BVO) that covers the side channel leakage, and present several methods
that speed up the original algorithm. Our attack was successfully tested in practice and
the results of complexity measurements are presented here. Plugging a testing server (2x
Pentium I1I/1.4 GHz, 1 GB RAM, 100 Mb/s Ethernet, OS RedHat 7.2, Apache 1.3.27), it
was possible to achieve a speed of 67.7 BVO calls per second for a 1024 bits RSA key.
The median time for a whole attack on the premaster-secret could be then estimated as 54
hours and 42 minutes. We also propose and discuss countermeasures, which are both
cryptographically acceptable and practically feasible.
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3.7 Chapter G. Key-collisions in (EC)DSA: Attacking Non-repudiation

A new kind of attack on the non-repudiation property [59] of digital signature schemes is
presented. We introduce a notion of key-collisions, which may allow an attacker to claim
that the message (presented to a judge) has been signed by someone else. We show how
to compute key-collisions for the DSA and ECDSA signature schemes [33] effectively.
The main idea of these attacks has been inspired by the well-known notion of message-
collisions, where an attacker claims that the signature presented at the court belongs to a
different message ([64], [103]). Both of these collision-based attacks significantly weaken
the non-repudiation property of signature schemes. Moreover, they weaken the non-
repudiation of protocols based on these schemes. It is shown that key-collision resistance
of the (EC)DSA schemes requires the incorporation of a mechanism ensuring honest
generation of (EC)DSA instances. The usage of such a mechanism shall be verifiable by
an independent third party without revealing any secret information. We propose and
discuss basic general countermeasures against key-collision attacks on the (EC)DSA
schemes. We also show that the whole notion of key-collisions can be regarded as a
platform for generalization of attacks discussed by Massias, Serret Avila, and Quisquater
in [62]. The fact, that the area of key-collision attacks is not solved by the standard [33]
itself, again emphasizes the main motto of modern cryptology saying that standards are
clearly not enough.
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Summary

The results collected in the thesis show that a proper design of a particular cryptosystem
in an abstract mathematical form is one thing, but its implementation into a physical
device is another one. The main security risk here comes from evaluating only the
mathematical properties of the designed cryptosystem, while at the same time
underestimating the physical properties the system will have after its implementation in
the real world. 1t has been also shown that another possible risk comes from evaluating
only certain selected properties of the cryptosystem while omitting some essential aspects
closely related to concrete demands of particular information system in which the
cryptosystem shall be used. Such problems occur, for instance, in applications where
cryptographic mechanisms enter an area of law. A good example of such a service is the
worldwide growing initiative of electronic signature standards and laws. It turns out here
that contemporary cryptographic mechanisms must not only protect data, but also be
judiciously sound.

The biggest issue of real-world cryptographic applications probably follows from a
threat of side channels. Almost all physical properties (including an electromagnetic
emanation) of the cryptographic module that can be precisely measured or carefully
altered can be used for some kind of side channel attack. These attacks, however, are not
visible in the pure mathematical description of the given cryptosystem. The discovery of
side channels is definitely one of the most significant events in the recent cryptanalysis.
In the rapidly nascent side channels general theory, it becomes obvious that the
cryptology (especially its important area called applied cryptography) is avery
multidisciplinary science that combines avery wide range of purely mathematical
disciplines together with certain knowledge about physics, computer science, and
electrical engineering. Briefly speaking, the cryptology itself balances on the edge
between mathematics and physics. If we exaggerate a little bit, we can rather talk about
sort of physical mathematics here, where we borrowed the term mathematical physics and
reversed the order of the disciplines names.

The side channels theory also significantly influences some of the well-established
cryptographic principles. As one example for all, let us mention the concept of a perfect
secrecy (also known as an absolute security). Informally speaking, this term refers to
cryptographic constructions for which the possibility of cryptoanalysis can be totally
eliminated regardless of the attacker's computing power. From this point of view, the
Vernam's Cipher has become renowned which is absolutely secure if applied properly.
However, if we do not consider side channels effect when evaluating a system, the
concept of the perfect secrecy is not very beneficial for us. Information that we suppose
not to be available to an attacker can actually leak out unnoticed from one of the side
channels. Of course, this does not mean that the perfect secrecy term will necessarily die
out. What it means is that constructing the proof of absolute security always has to be
based on such a description of the evaluated cryptosystem, which corresponds with the
physical reality (i.e. includes an accurate description of threatening side channels).

The general conclusion of the thesis is that the security of a particular cryptographic
module does not depend only on the cryptographic standards employed. It is also a
question of the way in which these standards are implemented as well as of the
environment in which the module is to be used. Therefore, we can conclude that
standards are clearly not enough in themselves for developing really secure security
modules.
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Resumé

Vysledky prezentované v disertatni praci ukazuji, Ze korektni névrh daného
kryptosystému v abstrakini matematicke formé je jedna véc, zatimco jeho spravna
implementace do konkrétniho zafizeni podléhajiciho fyzikdlnim zdkonim je véc druha.
Hlavni bezpecnostni riziko zde vyplyva z vyhodnoceni pouze matematickych vlastnosti
navrhovaného systému, pficemz fyzikdlni vlastnosti, které¢ systém bude mit po jeho
implementaci v redlnem svete, jsou podcenény. Dale je ukédzéno, ze existuje i riziko
vyplyvajici ze zaméfeni se na urCité vybrané vlastnosti kryptosystému, zatimco jiné
podstatné aspekty uzce spojené s konkrétnimi pozadavky informacniho systému, ve
kterém ma byt schéma nasazeno, jsou opomenuty. Takové problémy vznikaji naptiklad
v aplikacich, kde se kryptografické mechanizmy dostdvaji do spojeni s pravnim
systémem. Prikladem zde mize byt celosvétove probihajici iniciativa v oblasti legislativy
a standardizace elektronického podpisu. Zde se jasn¢ ukazuje, Ze kryptografické
mechanizmy musi nejen chranit data, ale navic musi byt jesté legislativné uchopitelné.

NejpalCivejsi problém kryptografickych aplikaci v redlném svété pravdépodobné
plyne zhrozby postrannich kanalii. Témét vSechny fyzikalni veliCiny (vcetné
elektromagnetického vyzatovani) tykajici se n¢jakého kryptografického modulu, které
mohou byt pfesné¢ méfeny nebo citlivé upraveny, mohou byt pouzity pro néjaky druh
utoku postrannim kanalem. Tyto utoky ovSem nejsou viditelné s pouzitim Cisté
matematického popisu daného modulu. Objev postrannich kanalti je tak definitivné
jednou z nejvyznamnéjSich udalosti v soucasné kryptoanalyze. V rychle se rodici obecné
teorii postrannich kanalll se jasné ukazuje, Ze moderni kryptologie (zejména jeji dalezita
cast aplikovana kryptografie) je znacné multidisciplinarni véda, ktera kombinuje velmi
Sirokou fadu ¢isté matematickych disciplin s urcitymi znalostmi z oboru fyziky, pocitaci
a elektroinzenyrstvi. Stru¢né feceno, kryptologie sama o sob& balancuje na rozhranni
matematiky a fyziky. S trochou nadsazky zde miizeme hovofit o jistém druhu fyzikalni
matematiky, kde jsme si vypujCili pojem matematicka fyzika, ve kterém jsme zaménili
potadi obou disciplin.

Teorie postrannich kandlii rovnéz vyznamné ovliviiuje nckteré ze zavedenych
kryptografickych fenoména. Jako priklad si uved'me koncept perfektniho utajeni (rovnéz
znam jako absolutni bezpecnost). JednodusSe feCeno, timto terminem oznacCujeme
kryptografické konstrukce, u kterych mize byt jakakoliv mozZnost kryptoanalyzy zcela
vyloucena, bez ohledu na vypocetni prostfedky uto¢nika. V tomto sméru obecné proslula
Vernamova Sifra, ktera je za ptedpokladu spravné implementace absolutné bezpecna.
Cely koncept perfektniho utajeni pro nas ovSem neni pfiili§ pfinosny, pokud v ném
neuvazujeme vliv postrannich kanali. Informace, o které ptredpokladame jeji
nedostupnost pro uUto¢nika, totiz mize ve skuteCnosti nepozorované unikat prave
nékterym z postrannich kanalli. To samoziejmé neznamend, ze termin perfektniho utajeni
je odsouzen k zaniku. Znamend to vSak, Ze konstrukce dikazu o absolutni bezpecnosti
musi byt vZzdy zaloZena na takovém popisu vyhodnocovaného kryptosystému, ktery
koresponduje s fyzikalni realitou (tj. zahrnuje pfesny popis hrozicich postrannich kanali).

Obecné platnym zévérem disertatni prace je, ze bezpecnost konkrétniho
kryptografického modulu nezavisi jen na aplikovanych kryptografickych standardech. Je
to rovnéz otazka zpiisobu, kterym jsou tyto standardy implementovany, a stejné tak i
prostiedi, ve kterém ma byt modul pouzivan. Odtud mizeme uzavftit, Ze standardy samy o
sob¢ pro navrh skute¢né bezpecnych bezpecnostnich modulti rozhodné nestaci.
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